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A, B, S: principal
Na, Nb : number fresh
Kas, Kbs, Kab : key
A knows : A, B, S, Kas
B knows : B, S, Kbs
S knows : S, A, B, Kas, Kbs
1. A - B : A, Na
2. B - S {A, Na, Nb}Kbs
3 S - A {B, Kab, Na, Nb}Kas
4. S - B {A, Kab}Kbs
5. A - B {A, B, S, Nb}Kab
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free c¢: channel.
type host.
type nonce.

type key.

table keys(host, key).

fun encrypt(bitstring, key): bitstring.

reduc forall x: bitstring, k: key; decrypt(encrypt(x, k), k) = x.

fun nonce_to_bitstring(nonce): bitstring [data, typeConverter].

free hostA, hostB, hostS: host.

free secretTest, secretA_Kab, secretB_Kab: bitstring [private].

event beginAnonce (host, host, nonce).

event beginBnonce (host, host, nonce, nonce).
event beginA(host, host, nonce, nonce, key).
event beginB(host, host, nonce, nonce, key).
event endA(host, host, nonce, nonce, key).
event endB(host, host, nonce, nonce, key).

event end().

query attacker (secretA_Kab).
query attacker (secretB_Kab).
(x

query attacker (secretTest).
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query A: host, B: host, Na: nonce, Nb: nonce, Kab: key;
inj—event (endA (A, B, Na, Nb, Kab)) ==
inj—event (beginB(A, B, Na, Nb, Kab)).

query A: host, B: host, Na: nonce, Nb: nonce, Kab: key;
inj—event (endB(A, B, Na, Nb, Kab)) ==
inj—event (beginA(A, B, Na, Nb, Kab)).

query A: host, B: host, Na: nonce, Nb: nonce, Kab: key;
inj—event (endA (A, B, Na, Nb, Kab)) ==

inj—event (beginBnonce (A, B, Na, Nb)).

query A: host, B: host, Na: nonce, Nb: nonce, Kab: key;
inj—event (endB(A, B, Na, Nb, Kab)) ==>

inj—event (beginAnonce (A, B, Na)).

let processA(hostA: host, hostB: host) =
in(c, (A: host, B: host, S: host));
if A = hostA || A = hostB then
(1 %)
new Na: nonce;
event beginAnonce (A, B, Na);
out(c, (A, Na));
(% 3 %)
in(ec, cl: bitstring);
get keys(=A, Kas: key) in
let (=B, Kab: key, =Na, Nb: nonce) = decrypt(cl, Kas) in
event beginA(A, B, Na, Nb, Kab);
(% 5 %)




out(c, encrypt((A, B, S, Nb), Kab));
(* security description *)

if B = hostA || B = hostB then
event endA(A, B, Na, Nb, Kab);

out (c, encrypt(secretA_Kab, Kab));

event end()

let processB(hostA: host, hostB: host) =
in(c, (B: host));
if B = hostA || B = hostB then
(1 %)
in(e, (A: host, Na: nonce));
(2 %)
new Nb: nonce;
get keys(=B, Kbs: key) in
event beginBnonce (A, B, Na, Nb);
out (c, encrypt((A, Na, Nb), Kbs));
(x4 %)
in(c, ¢2: bitstring);
let (=A, Kab: key) = decrypt(c2, Kbs) in
event beginB(A, B, Na, Nb, Kab);
(5 %)
in(e, (c2: bitstring, c3: bitstring));
let (=A, Kab: key) = decrypt(c2, Kbs) in
if nonce_to_bitstring (Nb) = decrypt(c3, Kab) then
(* security check *)
if A = hostB || A = hostA then
event endB(A, B, Na, Nb, Kab);
out (c, encrypt(secretB_Kab, Kab));

event end()

let processS =




in(c, B: host);
(x 2 %)
in(c, c0: bitstring);

get keys(=B, Kbs: key) in

(% 3 %)

get keys(=A, Kas: key) in

new Kab: key;

out (c, encrypt((B, Kab, Na, Nb), Kas));
(x4 %)

out (c, encrypt((A, Kab), Kbs)).

let key_registration =
in(c, (X: host, Kxs: key));
if X <> hostA && X <> hostB then

insert keys(X, Kxs)

process new Kas: key;
insert keys(hostA, Kas);
new Kbs: key;

insert keys(hostB, Kbs);

(IprocessS) |

(lkey_registration))

((!processA (hostA, hostB)) | (!processB(hostA,

let (A: host, Na: nonce, Nb: nonce) = decrypt(cO, Kbs) in

hostB))
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(x (1) %)
query A: host, B: host, Na: nonce, Nb: nonce

inj—event (endB(A, B, Na, Nb, Kab)) ==>

inj—event (beginA(A, B, Na, Nb, Kab)).

Kab: key;




(x (2) %)
query A: host, B: host, Na: nonce, Nb: nonce, Kab: key;
inj—event (endA (A, B, Na, Nb, Kab)) ==

inj—event (beginBnonce (A, B, Na, Nb)).

(x (3) %)
query A: host, B: host, Na: nonce, Nb: nonce, Kab: key;
inj—event (endB(A, B, Na, Nb, Kab)) ==

inj—event (beginAnonce (A, B, Na)).

(x (4) *)
query attacker (secretA_Kab).

query attacker (secretB_Kab).
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RESULT inj—event (endB (A_32, B_33, Na_34, Nb_35, Kab_36)) ==
inj—event (beginAnonce (A_32,B_33,Na_34)) is true.

RESULT  inj-event (endA (A_6405, B_6406, Na_6407, Nb_6408, Kab_6409)) ==
inj—event (beginBnonce (A_6405, B_6406, Na_6407, Nb_6408)) is true.

RESULT  inj—event(endB(A_11711,B_11712,Na_11713,Nb_11714, Kab_11715))
==> inj-event (beginA(A_11711,B_11712,Na_11713,Nb_11714,Kab_11715)) is
true.

RESULT not attacker (secretB_Kab[]) is true.

RESULT not attacker(secretA Kabl]) is true.
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