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protocol Yahalom-BAN-simplified(A, B, S)
{

role A

fresh Na: Nonce;
var Nb: Nonce;
send_1(A, B, (A, Na));
recv_3(S, A,
(Nb, {B, k(A, B), Nalk(A, S), {A, k(A, B),
Nbik(B, S)));
send_4 (A, B, ({A, k(A, B), Nb}k(B, S), {Nb}k(A, B)));

role B

fresh Nb: Nonce;

var Na: Nonce;




recv_1(A, B, (A, Na));
send_2(B, S, (B, Nb, {A, Na}k(B, S)));
recv_4 (A, B, ({A, k(A, B), Nb}k(B, S), {Nb}k(A, B)));

role S

var Na: Nonce;

var Nb: Nonce;

recv_2(B, S, (B, Nb, {A, Na}k(B, S)));

send_3 (S, A,

(Nb, {B, k(A, B), Nalk(A, S), {A, k(A, B),
Nbik(B, S)));
}

}
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[/ a—VADEF 2T ¢ E
claim_al (A, Alive);
claim_a2 (A, Weakagree);
claim_a3 (A, Niagree);
claim_a4 (A, Nisynch);

// a—VBDOEXxaYT ¢ B
claim_b1(B, Alive);
claim_b2 (B, Weakagree);
claim_b3 (B, Niagree);
claim_b4 (B, Nisynch);
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claim id [Yahalom, al], Secret(Kab) : No attacks within bounds.
claim id [Yahalom, a2], Alive : No attacks.
claim id [Yahalom, a3], Weakagree : No attacks.
claim id [Yahalom, a4], Niagree : No attacks.
claim id [Yahalom, a5], Nisynch : No attacks.
claim id [Yahalom, bl], Secret(Kab) : No attacks within bounds.
claim id [Yahalom, b2], Alive : No attacks within
bounds.
claim id [Yahalom, b3], Weakagree : No attacks within bounds.
claim id [Yahalom, b4], Niagree : No attacks within
bounds.
claim id [Yahalom, b5], Nisynch : No attacks within
bounds.
claim id [Yahalom, s1], Secret(Kab) : No attacks.

3.2. MEDAER

1 {2, Yahalom-BAN simplified A3 1 —/L A {22\ T aliveness &7 S22\l 2R L
TW3b, m— LA (Charlie) X, m—/VB % Bob 23, B—/L S % Alice XIE L TWDH LD &
BEATHE7Ta harzRITLTn5b, LaL, ZTOFEITHIT Bob 18 Ly, WEE
%, 72 2RO E v g T Charlie 2N —/L B 2 U7-BE D58 A - T, Charlie IC
Bob MFET 5 L 2 ITHhEWSHE TV 5,

4. iK1t
4.1. At
Yahalom-BAN simplified IZ*# A7 5 7' 12 ha/LTh v | JLim SRR S 72 4900
LETMEINTWe, 20k, BRLTRET XS FHITR,
4.2. &4
A
4.3. REEY—IL LD
7k a gk, WREET VAR T DTS- T, FRTHIRIZ 2o T,
X2 VT 0 B EFTRIR T 512H7- > T, Seyther Tid, BAN 1 ¥y 7 Ttk S 7=



LEOTKFUMEZMAD Z LIFHE LY, BB ELZTEAIX, Scyther TRMEITE 5%
2 VT 4 7anNT 4 TIELTAYT 5 L Bbid,
» nB—/LA, B—/LBIZ& o> T Kab 2 secrecy 729 2 &,
» nB—/)LA, B—/LB|Z& 5T, non-injective agreement Zi7=9 = &,
ZD—J77C, Yahalom [XFINAIRHE 57 0 b 2L Th 5728, ARFHMN ClL#E Kab @ secrecy
KkOw—/L A v—)LBORRFEICE LT, Scyther TRHMIiAIEEREF 2 ) T 4 T T 4 &
FTARTEI L TV D,
4. 4. BREEY—)LiE O MR
RRRERFIE 0. 8 72 o7, FETREIZLL T LB,
< CPU: AMD Phenom X4 9750B (2. 4GHz)
> AEVU :1.7GB

Run #3
Charlie in role B

A -> Bob
B -> Charlie
S -> Alice

Fresh Nb#3
Var Na -> Noncelntruderl

Run #1
Charlie in role A

A -> Charlie
recv_1 from Bob B -> Bob

(Bob,Noncelntruderl) S -> Alice

Fresh Na#1

Var Kab -> Kab#2
Var Nb -> Noncelntruderl

send_1 to Bob

send_2 to Alice »
(Charlie,Nb#3,{ Bob,Noncelntruderl }k(Charlie,Alice)) (Charlie,Na#1)

Run #2

Alice in role S
A -> Bob

B -> Charlie
S -> Alice
Fresh Kab#2

Var Nb -> Na#1
Var Na -> Noncelntruderl

!

recv_2 from Charlie
(Charlie,Na#1,{ Bob,Noncelntruderl }k(Charlie,Alice))

send_3 to Bob
(Na#1,{ Charlie,Kab#2, Noncelntruderl }k(Bob,Alice),{ Bob,Kab#2,Na#1 }k(Charlie Alice))

recv_3 from Alice
(Noncelntruderl,{ Bob,Kab#2,Na#1 }k(Charlie,Alice),{ Charlie,Kab#2,Noncelntruderl }k(Bob,Alice))

send_4 to Bob
({ Charlie,Kab#2,Noncelntruderl }k(Bob,Alice),{ Noncelntruderl }Kab#2)

[Id 1] Protocol Yahalom-BAN-simplified, role A, claim type Alive, cost 45
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