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usertype String;

usertype Number;

hashfunction hmac;

//———— message 2: SS->BS

macro Cert—SS = pk(SS);

macro AuthRequest-payload = (Cert-SS, Ns);

macro AuthRequest = (AuthRequest-payload, {AuthRequest-payload}sk(SS));
//———— message3: BS—>SS

macro AuthReply—payload = (Ns, Nb, {prePAK}pk(SS), pk(BS));

macro AuthReply = (AuthReply-payload, {AuthReply-payload}sk(SS));
//———— message 4: SS—>BS

macro AuthComp = (Nb, {Nb}sk(SS));

//—— key derivation

hashfunction Dot16KDF;

hashfunction SHA;

macro AK = Dot16KDF (prePAK, SS);




macro KEK = SHA (AK) ;
//———— message 5: BS—>SS
macro TekChallenge—payload = (BSrandom, sqn);
macro TekChallenge = (TekChallenge-payload, hmac (TekChallenge—payload,
AK)) ;
//———— message 6: SS—>BS
macro KeyRequest—-payload = (SSrandom, BSrandom, sqn);
macro KeyRequest = (KeyRequest—-payload, hmac (KeyRequest—payload, AK));
//———— message 7: BS->SS
macro KeyReply—-payload = (SSrandom, BSrandom, sqn, {TEK}KEK);
macro KeyReply = (KeyReply—pavload, hmac (KeyReply—payload, AK));
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protocol PKMv2(SS, BS)
{
/****************************************************/
role SS //peer
{

/************************************************/

// variables

// AK exchange

fresh Ns: Nonce;

var Nb: Nonce;

var prePAK: Nonce;

// TEK exchange

var sqn: Number; //key sequence number
var BSrandom: Nonce;

fresh SSrandom: Nonce;

var TEK: Nonce; //traffic encryption key

/Aksrskskekekokskskskekekokskokokek ok skokoskekokskskoskskekokskskoskskokkkskoksk ok kskskskok ok /

// sequence




//

}

//——— 7.2.1: SS authorization and AK exchange ————
send_1(SS, BS, AuthInfo);
send_2(SS, BS, AuthRequest);

recv_3(BS,SS, AuthReply);
send_4(SS, BS, AuthComp) ;
//——— 7.2.2: TEK exchange
recv_5(BS, SS, TekChallenge);
claim(SS, Running, BS, AK);
send_6(SS, BS, KeyRequest) ;
recv_7(BS,SS, KeyReply);
claim(SS, Running, BS, TEK);

/Aksrskskekekokskskskekekokskokskek ok skokokekokskskokskekokskskoskskokkkaskoksk ok kskoskskok ok /

// security properties

/Fwsskekekokskskoskekekokskskskskokokskskokskokokskoskoskskkokskoskskskekokskskskskokokskskoksk sk okskokosk /

role BS //server

{

/************************************************/
// variables

// AK exchange

var Ns: Nonce;

fresh Nb: Nonce;

fresh prePAK: Nonce;

// TEK exchange

fresh sqn: Number; //key sequence number
fresh BSrandom: Nonce;

var SSrandom: Nonce;

fresh TEK: Nonce; //traffic encryption key




/>|<***********************************************/

// sequence

//——— 7.2.1: SS authorization and AK exchange ————
// recv_1(SS,BS, AuthInfo);

recv_2(SS, BS, AuthRequest);

send_3 (BS, SS, AuthReply);

recv_4(SS, BS, AuthComp);

//——— 7.2.2: TEK exchange

send_b (BS, SS, TekChallenge) ;

recv_6(SS, BS, KeyRequest);

claim(BS, Running, SS, AK);

claim(BS, Running, SS, TEK);

send_7 (BS, SS, KeyReply);

/>|<***********************************************/

// security properties

}
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claim(SS, SKR, AK);

claim(SS, SKR, TEK);

claim(SS, Alive);

claim(SS, Weakagree) ;
claim(SS, Commit, BS, AK);
claim(SS, Commit, BS, TEK);
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claim(BS, SKR, AK);

claim(BS, SKR, TEK);

claim(BS, Alive);




claim(BS, Weakagree);
claim(BS, Commit, SS, AK);
claim(BS, Commit, SS, TEK);
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claim PKMv2, SS SKR_SS3 Dot 16KDF (prePAK, SS) Ok [no attack

within bounds]

claim PKMv2, SS SKR_SS4 TEK Ok [no attack within
bounds]

claim PKMv2, SS Alive_SS5- Ok [no attack within
bounds]

claim PKMv2, SS Weakagree_SS6 - Ok [no attack

within bounds]

claim PKMv2, SS Commit_SS7 (BS, Dot 16KDF (prePAK, SS)) Ok
[no attack within bounds]

claim PKMv2, SS Commit_SS8 (BS, TEK) 0Ok [no attack

within bounds]

claim PKMv2, BS SKR_BS3 Dot16KDF (prePAK, SS) Ok [no

attack within bounds]

claim PKMv2, BS SKR_BS4 TEK Ok [no attack within
bounds]

claim PKMv2, BS Alive BS5-— 0k [proof of correctness]
claim PKMv2, BS Weakagree_BS6 - Ok [no attack

within bounds]

claim PKMv2, BS Commit_BS7 (SS, Dot 16KDF (prePAK, SS)) Ok
[no attack within bounds]

claim PKMv2, BS Commit_ BS8 (SS, TEK) Fail [at least 3

attacks]
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Run #2

Bob in role SS.

SS -> Bob

BS -> Alice

Fresh Ns#2, SSrandom=2

Var BSrandom -> BSrandom#1
Var sqn -> squEl

Var prePAK -> prePAK#1

Var Nb -> Nb#L

Run #1
Alice in role BS

SS -> Bob -

BS -> Alice send_2 to Alice
k(Bob).Ns#2).{ pk(Bob).Ns#2 }sk(Bob

Fresh Nb#1, prePAK#1, squ#l, BSrandon#1, TEK#1 (@k®ab) ):{ Pk{Bab), BakBoD))

Var SSrandom -> SSrandom#2
Var Ns -> Ns#2

recy_2 fiom Bob
((Pk(Bob).Ns#2).{ pk(Bob).Ns#2 }sk(Bob))

send_3 to Bob
((Ns#2Nb#1,{ prePAK#1 Jpk(Bob).pk(Alice)).{ Ns#2 Nb#1.{ prePAK#1 }pk(Bob).pk(Alice) }sk(Bob))

redirect to Bob

recv_3 from Alice
((N$#2.Nb#1,{ prePAK#1 }pk(Bob).pk(Alice)).{ Ns#2.Nb#1.{ prePAK#1 }pk(Bob).pk(Alice) }sk(Bob))

select Nb#1

send_4 to Alice
m Z??a’ Aﬁi‘;‘: (NDZL{ Nb#1 }sk(Bob))

recv_4 from Bob
(b#L.{ Nb#1 }sk(Bob))

send_5 to Bob
(® quL), 5qu#1).DotL6KDF (prePAK#1 Bob)))

recv_5 from Alice
(B SquEL). 8qu#1).Dotl6KDF (prePAK#1.Bob)))

select sqnFl
fake sender Bob
redirect to Alice

claim_SS1
Running : (Alice.Dot1GKDF (prePAK#1 Bob))

send_6 to Alice
JSA0FEL), L$qu#1), Dotl6KDF (prePAK#1 Bob)))
recv_6 from Bob
quEl). (u#1), Dotl6KDF (prePAK#1 Bob)))
claim_BS1
Running : (Bob,Dotl6RDF (prePAK#1 Bob))
claim_BS2
Running : (Bob, TEK#1)
send_7 to Bob.
((SSrandom#2 BSrandom#1 squl { TEK#1 }SHA(Dotl6KDF (prePAK#1 Bob))). quil{ TEK#1 }SHA(Dotl6KDF (prePAK#1 Bob))). Dotl 6GKDF (prePAK#1 Bob)))

[1d 3] Protocol PKMy2, role BS, claim type Comuit, cost 61
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