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(x
set attacker = passive.
*)

set ignoreTypes = attacker.

free c¢: channel.

type host.
type nonce.
type pkey.
type skey.
type symkey.

type mackey.

(* RSA-OAEP (?) encryption *)




fun pk(skey): pkey.
fun encrypt(bitstring, pkey): bitstring

reduc forall x: bitstring, y: skey; decrypt(encrypt(x, pk(yv)), v) = x.

(* Symmetric—Key encryption (AES?) %)
fun sencrypt (bitstring, symkey): bitstring

reduc forall x: bitstring, k: symkey; sdecrypt(sencrypt(x, k), k) = x.

(* Key encryption (AES?) )
fun kencrypt (symkey, symkey): bitstring

reduc forall x: symkey, k: symkey; kdecrypt(kencrypt(x, k), k) = x.

(* RSA-SHA1 signature *)

fun sign(bitstring, skey): bitstring.
reduc forall m: bitstring, k: skey; getmess(sign(m, k)) = m.

reduc forall m: bitstring, k: skey; checksign(sign(m, k), pk(k)) = m.

(* CMAC/HMAC *)
fun mac (bitstring, mackey): bitstring.
reduc forall m: bitstring, k: mackey; getmacmess(mac(m, k)) = m.

reduc forall m: bitstring, k: mackey; checkmac (mac(m, k), k) = m.

(*x Derivation of AK from prePAK and
AKID, MAC_KEY_D, MAC_KEY_U, KEK from AK *)

fun d_ak(bitstring): bitstring.

fun d_akid(bitstring): bitstring
fun d_mac_key_d(bitstring) : mackey.
fun d_mac_key_u(bitstring) : mackey.

fun d_kek(bitstring): symkey.




(x Type converter *)
fun pkey_to_bitstring(pkey): bitstring [data, typeConverter).

fun nonce_to_bitstring(nonce): bitstring [data, typeConverter).

(* Honest hosts *)

free OP, CA, honestM, honestSS, honestBS: host.

(* table *)
(x
table keys(host, pkey).

*)

(* Events *)

event tek_issued(host, host, nonce, symkey).

event tek_accepted(host, host, nonce, symkey).
event rsa_ack_received(host, host, bitstring).
event rsa_ack_issued(host, host, bitstring).

event rsa_ack_issued_noBS (host, nonce, bitstring).

event end(). (* for testing *)

event tek_request_accepted().
event bs_accept_authentication()

*)

(*x Constants for describing queries *)

free secretSSTEK, secretBSTEK: symkey [private]

free secretForTest: bitstring [private]

(x Queries %)




(x
query attacker (secretForTest).

*)

(k1 %)
query x: host, y: host, n: nonce, k: symkey;
inj—event (tek_accepted(x, vy, n, k)) ==
inj—event (tek_issued(x, v, n, k))
(k2 %)
query x: host, y: host, n: nonce, prePAK: bitstring;
inj—event (rsa_ack_received(x, vy, prePAK)) ==
inj—event (rsa_ack_issued(x, y, prePAK)).
(3 %)
query attacker (secretSSTEK).
(k 4 %)

query attacker (secretBSTEK).

(x

query x: host, y: host, n: nonce, prePAK: bitstring;
inj—event (rsa_ack_received(x, y, n, prePAK)) ==
inj—event (rsa_ack_issued_noBS(y, n, prePAK)).

*)

(* Protocol *)
let processSS(skSS: skey, SSCert: bitstring, MCert: bitstring, pkOP:
pkey) =

in(c, (Cap: bitstring, Cap2: bitstring, SecNegParam: bitstring

PKMConfSettings: bitstring, BasicCID: bitstring)):;

(* Auth Info %)

out (c, MCert);

(* RSA Request *)

new Ns: nonce;




let rsa_req_text = (SSCert, Ns, Cap, BasicCID) in
out (¢, sign(rsa_req_text, skSS));

(* RSA Reply *)

in(c, rsa_rep: bitstring);

let rsa_rep_text = getmess(rsa_rep) in

let (=Ns, Nb: nonce, encrypted_prePAK: bitstring, KeyLifetime:

bitstring,

SegNumber: bitstring, BSCert: bitstring) = rsa_rep_text in
let (BS: host, pkBS: pkey) = checksign(BSCert, pkOP) in
if rsa_rep_text = checksign(rsa_rep, pkBS) then
let prePAK = decrypt (encrypted_prePAK, skSS) in
(* RSA Ack *)
event rsa_ack_issued(BS, honestSS, prePAK);
event rsa_ack_issued_noBS (honestSS, Nb, prePAK);
out (¢, sign(nonce_to_bitstring(Nb), skSS));
(* Deriving Keys *)
let ak = d_ak (prePAK) in
let akid = d_akid(ak) in
let mac_key_d = d_mac_key_d(ak) in
let mac_key_u = d_mac_key_u(ak) in
let kek = d_kek(ak) in
(* SA-TEK-Challenge *)
in(c, sa_tek_challenge: bitstring);
let (Nb2: nonce, =akid) = checkmac (sa_tek_challenge, mac_key_d) in
(* SA-TEK-Request *)
new Ns2: nonce;
let sa_tek_req_text
= (Ns2, Nb2, akid, Cap2, SecNegParam, PKMConfSettings) in
out (¢, mac(sa_tek_req_text, mac_key_u));
(* SA-TEK-Response *)
in(c, sa_tek_resp: bitstring);

let (=Ns2, =Nb2, =akid, SAdesc: bitstring, secnegparam : bitstring)




checkmac (sa_tek_resp, mac_key_d) in

let SAID = SAdesc in

(* Key Request *)

new Ns3: nonce;

let key_req_text = (SAID, Ns3) in

out (c, mac (key_req_text, mac_key_u));

(* Key Response *)

in(c, key_resp: bitstring);

let (=SAID, encrypted_tek: bitstring, =Ns3)
= checkmac (key_resp, mac_key_d) in

let tek = kdecrypt (encrypted_tek, kek) in

(* Testing Security *)

if BS = honestBS then

event tek_accepted(BS, honestSS, Ns3, tek);

out (c, kencrypt(secretSSTEK, tek)):;

event end()

let processBS (skBS: skey, BSCert: bitstring, pkCA: pkey) =
in(c, (KeyLifetime: bitstring, SegNumber: bitstring, SAdesc:
bitstring,
SecNegParam’ : bitstring));
(* Auth Info %)
in(c, MCert: bitstring);
(* Tt is important to check honestM here *)
let (=honestM, pkM: pkey) = checksign(MCert, pkCA) in
(* RSA Request *)
in(c, rsa_req: bitstring);
let (SSCert: bitstring, Ns: nonce, Cap: bitstring, BasicCID:
bitstring)
= getmess(rsa_req) in

let (SS: host, pkSS: pkey) = checksign(SSCert, pkM) in




let rsa_req_text = checksign(rsa_req, pkSS) in
(* RSA Reply *)

new Nb: nonce;

new prePAK: bitstring;

let rsa_rep_text

= (Ns, Nb, encrypt (prePAK, pkSS), KeyLifetime, SegNumber,

BSCert) in

out (¢, sign(rsa_rep_text, skBS));

(* RSA Ack *)

in(c, rsa_ack: bitstring);

if nonce_to_bitstring(Nb) = checksign(rsa_ack, pkSS) then
(* Deriving Keys *)

let ak = d_ak (prePAK) in

let akid = d_akid(ak) in

let mac_key_d = d_mac_key_d(ak) in

let mac_key_u = d_mac_key_u(ak) in

let kek = d_kek(ak) in

(* SA-TEK-Challenge *)

new Nb2: nonce;

let sa_tek_challenge_text = (Nb2, akid) in

out (¢, mac(sa_tek_challenge_text, mac_key_d));
(* SA-TEK-Request *)

in(c, sa_tek_request: bitstring);

let (Ns2: nonce, =Nb2, =akid, Cap2: bitstring, SecNegParam:

bitstring,

PKMConfSettings: bitstring) = checkmac (sa_tek_request,

mac_key_u) in

(* SA-TEK-Response *)

let sa_tek_resp_text = (Ns2, Nb2, akid, SAdesc, SecNegParam ) in
out (¢, mac(sa_tek_resp_text, mac_key_d));

(* Key Request *)

in(c, key_req: bitstring);




let (SAID: bitstring, Ns3: nonce) = checkmac (key_req, mac_key_u) in

(* Key Response *)

new tek: symkey;

let key_resp_text = (SAID, kencrypt(tek, kek), Ns3) in
event tek_issued(honestBS, SS, Ns3, tek);

out (¢, mac (key_resp_text, mac_key_d));

(* Testing Security *)

if SS = honestSS then

event rsa_ack_received(honestBS, SS, prePAK);

out (c, kencrypt(secretBSTEK, tek)):;

event end()

(x Key registration *)

let processCert (CAkey: skey) =
in(e, (h: host, k: pkey));
if h <> honestM && h <> honestSS && h <> honestBS then
out (¢, sign((h, k), CAkey))

process
(* Operator *)
new skOP: skey;
let pkOP = pk(skOP) in
out (¢, pkOP);
(x
insert keys(OP, pkOP);
%)
(3 CA %)
new skCA: skey;
let pkCA = pk(skCA) in
out (¢, pkCA);




(k

insert keys(CA, pkCA);

%)

(* Manufacturer *)

new skM: skey;

let pkM = pk(skM) in

let MCert = sign((honestM, pkM), skCA) in
out (c, MCert);

(% SS %)

new skSS: skey;

let pkSS = pk(skSS) in

let SSCert = sign((honestSS, pkSS), skM) in
out (c, SSCert);

(% BS %)

new skBS: skey;

let pkBS = pk(skBS) in

let BSCert = sign((honestBS, pkBS), skOP) in
out (c, BSCert);

(*x Corrupted SS *)

(k

new skCSS: skey;

new CSS: host;

let pkCSS = pk(skCSS) in

let CSSCert = sign((CSS, pkCSS), skM) in
out (¢, (CSSCert, skCSS));

%)

(*x Corrupted BS *)

(x

new CBS: host;

new skCBS: skey;

let pkCBS = pk(skBS) in

let CBSCert = sign((CBS, pkCBS), skOP) in




out (¢, (CBSCert, skCBS));
%)
(
(!processSS (skSS, SSCert, MCert, pkOP)) |
(!processBS (skBS, BSCert, pkCA)) |
(I'processCert (skOP)) |
(I'processCert (skCA)) |
(!'processCert (skM)) |
0
)
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G (1) %)
query x: host, y: host, n: nonce, k: symkey;
inj—event (tek_accepted(x, v, n, k)) =>
inj—event (tek_issued(x, v, n, k))
Gk (2) %)
query x: host, y: host, n: nonce, prePAK: bitstring;
inj—event (rsa_ack_received(x, vy, prePAK)) ==
inj—event (rsa_ack_issued(x, y, prePAK)).
Gk (3) %)
query attacker (secretSSTEK).
G (4) %)

query attacker (secretBSTEK).
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RESULT not attacker (secretBSTEK[]) is true.

RESULT not attacker (secretSSTEK[]) is false.

RESULT inj—event (tek_issued2 (x_8240, y_8241, ak_8242, k_8243)) ==
inj—event (ak_accepted (x_8240, y_8241, ak_8242)) is true.

RESULT inj—event (tek_accepted (x_13543, y_13544, k_13546)) ==
inj—event (tek_issued(x_13543, y_13544, ak_13545, k_13546)) is false.
RESULT (even event (tek_accepted (x_17716, y_17717,k_17719)) =)
event (tek_issued (x_17716, y_17717,ak_17718,k_17719)) is false.)
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