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2.1. 7Aa ba Lt

usertype String;

usertype Time;

hashfunction hmac;

hashfunction SHA;

macro KEK = SHA (AK) ;

const choice: Function;

const CryptoSuites: Function;

macro Cert-SS = pk(SS);

macro AuthRequest = (Cert-SS, SS); //12.1.1.4.10

macro AuthReply = ({AK, PS}pk(SS), sqn, BS); //12.1.1.4.13
macro KeyRequest = (sqn, hmac(sqn, AK)); //12.1.1.4.11
macro KeyReply-payload = (sqn, IV, {TEK, IV}KEK);

macro KeyReply = (KeyReply—pavload, hmac (KeyReply—payload, AK));
//12.1.1.4. 15
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//

/Fwsskekekokskskoskekekokskskskskekokskskoskskekokskokokokkokskoskskskekokskskskskokokskskoksk ok okskokosk /

role SS //peer

{

}

/************************************************/
// variables

// AK exchange

var AK: Nonce; //authentication key

var sqn: Nonce; //key sequence number

var PS: Nonce; //random number used in PKCS#1 v2.1

// TEK exchange
var TEK: Nonce; //traffic encryption key

var IV: Nonce; //IV for CBC—encryption mode

/************************************************/

// sequence

//——— 7.2.1: SS authorization and AK exchange ————
send_1(SS, BS, AuthInfo);

send_2(SS, BS, AuthRequest);

recv_3(BS,SS, AuthReply);

//—— 7.2.2: TEK exchange

send_4(SS, BS, KeyRequest) ;

recv_5(BS, SS, KeyReply);

/Aksrskskskekokskskskekekokskokoskek ok skokoskekokskskoskskekokskskoskskokkkskoksk ok kskoskskok ok /

// security properties

/Fswsskekekokskskoskokekokskskskskokokskskokskekokskskokek ok skoskskskekokskskskskokokskskosksk sk okskokosk /

role BS //server

{

/Aksrskskekekokskskskekekokskokoskek ok skokokekokskskoskskokokskskoskskekkkskoksk ok kskskoskok ok /




//

}

// variables

// AK exchange

fresh AK: Nonce; //authentication key
fresh sqn: Nonce; //key sequence number

fresh PS: Nonce; //random number used in PKCS#1 v2.1

// TEK exchange
fresh TEK: Nonce; //traffic encryption key

fresh IV: Nonce; //IV for CBC-encryption mode

/R sssskkkkkskskk kR ko

// sequence

//——— 7.2.1: SS authorization and AK exchange ————
recv_1(SS,BS, AuthInfo);

recv_2(SS, BS, AuthRequest);

send_3 (BS, SS, AuthReply);

//—— 7.2.2: TEK exchange

recv_4(SS, BS, KeyRequest);

claim(BS, Running, SS, AK);

claim(BS, Running, SS, TEK);

send_b (BS, SS, KeyReply);

/Aksrskskekekokskskskekekokskokoskekkokskokokekokskskokskokokskskskskokkkskoksk ok kskoskskosk ok /

// security properties
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Mo 7' m ha L DFEITE Y va VRICHIRZISWZFEHE (7255 bounded) T, weak
agreement ~OWED FREMENTER S LTV D,

claim  PKMvl, SS SKR_SS1 AK Fail [at least 2 attacks]
claim  PKMvl, SS SKR_SS2 TEK Fail [at least 1 attack]
claim  PKMvl1, SS Alive_SS3 - Fail [at least 1
attack]
claim  PKMvl, BS SKR_BS3 AK 0k [no attack within bounds]
claim  PKMvl, BS SKR_BS4 TEK 0k [no attack within bounds]
claim  PKMvl1, BS Alive_BS5H - Ok [no attack within
bounds]
claim  PKMvl1, BS Weakagree_BS6 - Fail [at least 1
attack]
claim  PKMvl, BS Commit_ BS7 (SS, AK) Fail [at least 1
attack]
claim  PKMvl, BS Commit_BS8 (SS, TEK) Fail [at least
1 attack]
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Run #2
Bob inrole SS

SS -= Bob
BS -> Charlie

Var PS -> PS#1
Var sqn -> sqnFl
Var AK -> AK#1

A 4
send_2 to Charlie
(Pk(Bob).Bob)

Y

recv_3 from Charlie
({ AK#1.PS#1 }pk(Bob),sqn#1,Charlie)

Y
send_4 to Charlie
(squ#l . hmac(sqn#1,AK#1))

[Id 5] Protocol PKMvL, role BS, claim type Weakagree, cost 37

L BB ZBE T % e




4.2. &4

R Hevavisr | DL, HEOty v a v 2E NG5 0 57 1
b ANV DOREMIZOW TR Y 25 il & 72> TWRWATREMED D 5, 7272 L. PRMv]l TIE5E
ERBVTELNAETHY . ZOFTTAOHEMALBIEERRICRE AP ELELD &
FeneE x5,
4.3. REEY—IL LD

7'u bk a AR OFARIZE VT, Seyther 1Tw— L BS NS eV (RIEEMERH D) 58E
REETMMET D2 &N TERY, LavL, ZHAXFHER RICEELY 5 2 2 /Rt &
W, WBEFET N, X2 VT 0 BEEFRRTHICHIZ- T, FRICHIIRIZ 20> 72,
4. 4. BREEY—)Li#E O MERE

RRRERFHIE 3 70 14 7o T, EATREEIILLTO LB,

<% CPU: Intel Core2Duo E8400 3.0GHz
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<% 0S : Windows7 32-bit fil
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