PKM D2

[EISLAFFERAFETE N 1 B (5 i TEAAs

1. EFXIEH

AL
PKM (Privacy and Key Management Protocol)

> HRe

Wima x MEICBIT D8HAR (SS/MS) & MR (BS) [ DFRGF « HARH T o b 2L,
<> BT D AEYE
TEEE Std 802. 16e-2005

(http://standards. ieee. org/getiecee802/download/802. 16e-2005. pdf)

2. 7A oL
PKM D7 a ha vtk —4 v 2% K 1 IT5RT,

X.509 Cert(Manufacturer) , X.509Cert(SS), KP_SS , KS_SS

| 55/I MS I | BS I

- X.509 Cert(Manufacturer) \l
| X 5NA Cart(SQ) Canahilitiee  SAIN |
PKM V1 ~
- < 1. EEﬂﬂi ==,:‘7
Phase 1 R CIE R
Thase 2 2. FREFSAKAE B
EnelAKWKD << Kol ifatima <aint] 2k | 3AK ZRSA THESHE
L - -
AKDSEFEDSEEE AKDSEFEDFRLEL
KEK , HMAC_KEY_D KEK , HMAC_KEY_D
HMAC_KEY_U, HMAC_KEY_S HMAC_KEY_U, HMAC_KEY_S
[ TEK Key DEK ] J
PKM v1 . SegNumber, SAID, HMAC-SHAI ————— =
Phase 2 a 1.ty BTEKERK
— 2.TEK & KEKZ )\ C3DES TS 51t
< Enc(TEK)KEK , KeyLifetime, HMAC-SHA1 I
w2 BTEK DHRE tyg RTEKDEE
llllll'lLlln n-lill'l—-

1. >—4 > AKX (PKMvl @ Phasel K TX Phase2)



PKMv1 TIIRERIE N —ZDOFERES L | EAP R— X DFERGELS XA WRETH Y | FERIE
NR=2ADBIEF ROV R — FRMIAE > TS, Z 2T, fEHESR—20 FBFEHFRIC
OWTHREY =7 A&l 5, £/o. B0y —7 o AT, FEEICINA T TEK @
EHGFERFIAT>TWD, B, =7 AP ORFILUTOERTHO OIS,

F1.o—rr o 2ANCRBIT D5 OEK

Rl F=U S

BS, SS, SA, a1 =L (&) D Z L

X. 509Cert (Manufacturer) SS @;@:\lﬂa:)l — 7 5 E’@?‘f/&/b%ﬁ%%

X. 509Cert (SS) SS DELE X —F CUIEFH T E D AMEBHEET) 23, SS v K2 3179
DT UK VAR E

(SS HRAR D /NBAE KP_SS =2, SS HEHR D MAC 7 R L 2 23308k)

X. 509Cert (BS) BSIZE4 257U X LFEAZE  (PKMv2 TfEH)

Security Capability SSHITYHR—FLTWAKFET LI Y X AOFfEER Y

SAID SA @ ID

SA R e, BEEFHR A D~ b (Security Associations)

KP_SS, KS_SS o —/L SS OET (KP_SS MNABESE. KS_SS HSFLER )

KP_BS, KS_BS o —/L BS OE~T (KP_BS 2NA\BHSE. KS_BS MR &)
(PKMv2 THEH)

AK PRGESE (Authorization Key)

PKMvl TiX. BS TAERKEND
PKMv2 TiZ. PAK % Dot16KDF B9 A HW\WCE HHEI N D,

prePAK pre—Primary Authorization Key (PKMv2 T{#H)

PAK Primary Authorization Key
prePAK % Dot16KDF B4k F\WCEH S5, (PKMv2 TfEA, )

key lifetime AK @A 2k

SegNumber = AR N—

SAID U & K SAID D —&

TEK WEER LT DD v a @t (Traffic Encryption Key)
AK & IIHRSEIZ, BS TR SIS 64 or 128bit D

KEK B Lt 2 I B (b3 2B D8t (Key Encryption Key)

AK N DAL S LD 128bit O




3. REBEETIL (ARASHEICKHER)

WiMAX [ 3R T OO@AE 23 IR MR IE(E TN Th D, Lo o T, 5 OISR IER
yE—=VDREBEIEIES THL, 2D 2DIHARDL LAy =V DU S AITEERHEE LS,
RATRETIZ/A2V, Ko T, WHH L LT Dolev-Yao EFNEHETSH, bbb, @ED
WHE, WS A, R, FERAEREE T 5,

4 X2 UT+EH (BREEICLSEEH)

> GRGE : PKMvl OFERE (M OMEAZH) 7w han i, A BS) ka7 947
AR (SS) OFFEEITH, T2 T, BimKRICKD2R D TELEBILT 5 &,

> BEASHL:BS LSS O CRRIEME AK OV v v oa L TEK A AT 5, TS OB
BEICRHESNLTWD,

5. R2MICBALTHI o TSR
1. BR/MR5EiE
PKMAZ DWW T, AT RO & 36 0 Tl TN TR Y . Wb HRELES AR E VD

FRPEHNTND,

»  Ahmed M. Taha, Amr T. Abdel-Hamid, and Sofiene Tahar, “Formal Verification of
IEEE 802.16 Security Sublayer Using Scyther Tool,” 2009 ESRGroups France.
http://eee. guc. edu. eg/Members/TAs/Ahmed%20Taha/Papers/N2S09. pdf

>  Kahya Noudjoud, Debbah Adel and Nacira Ghoualmi, “WiMAX Security — A Formal
Analysis using Scyther tool,” ICCTAI2012 (International Conference on
Computational Techniques and Artificial Intelligence), 2012.

>  Ender Yuksel, “Analysis of the PKMv2 Protocol in IEEE 802. 16e-2005 Using Static
Analysis,” Kongens Lyngby 2007 IMM-THESIS-2007-16
http://www2. imm. dtu. dk/"ey///Publications/07Yuk. pdf

» Sridevi and S. Rajaram, “Compressed Key Exchange and Key Caching in PKMv2-EAP
Mobile WiMAX Authentication,” European Journal of Scientific Research (ISSN
1450-216X), Vol. 71, No.3, pp.403-417, 2012.

» Nirwan Ansari, “WiMAX Security : Privacy Key Management,”
http://www. it. ecei. tohoku. ac. jp/ kato/workshop2007/01. pdf

»  Laurent BUTTI, “WiMAX: Security Analysis and Experience Return,”

http://www. first. org/conference/2007/papers/butti—laurent—slides. pdf



»  Karen Scarfone, Cyrus Tibbs, Natthew Sexton, “Guide to Securing WiMAX Wireless
Communications,” National Institute of Standards and Technology, Special
Publication 800-127 (NIST SP800-127).
http://csrc. nist. gov/publications/nistpubs/800-127/sp800-127. pdf

»  Taeshik Shon, Bonhyun Koo, Jong Hyuk Park, and Hangbae Chang, “Novel Approaches
to EnhanceMobileWiMAX Security,”
http://downloads. hindawi. com/ journals/wecn/2010/926275. pdf

» Sen Xu, Chin—Tser Huang, and Manton M. Matthews, “Modeling and Analysis of IEEE
802. 16 PKM Protocols using CasperFDR,”
http://www. cse. sc. edu/ huangct/WC086454. pdf

5.2. BRAFEKICEI (KR
FARO 1 EHB L2 IR E e DB TS ES < RFFIC & B HIREE TH B,

6. &
AYET, BBE K5 REEFNFLAVEZERBERE#HETRCEIE
AERBROFER HRBEE »OO5IHTHD,



