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hashfunction prf, kdf, mac;
hashfunction h;

const inc, dec: Function;
inversekeys (inc, dec);
const empty;

usertype EAP-Msg—Code;

usertype EAP-Req—Resp—-Type;

const Identity: EAP-Req—-Resp-Type;
hashfunction f1, f2, f3, f4, f5;
hashfunction prfl, prf2;

const Add: Function;

const Sub: Function;

inversekeys (Add, Sub);

const aka-method: EAP-Req—Resp-Type;

const EAP-Request, EAP-Response, EAP-Success, EAP-Failure:

EAP-Msg—Code;




usertype PANA-Msg—Code;

usertype PANA-Req—Resp—-Type;

const PANA-Request, PANA-Response, PANA-Success, PANA-Failure:
PANA-Msg—Code;

protocol pana—auth—aka(I, R)
{
role T {
fresh rand, sqgn: Nonce;
fresh msgnum: Nonce;
fresh PANA-msgnum, PAA-nonce: Nonce;

var PaC—nonce: Nonce;

send_!0p (I, I, PANA-msgnum) ;

send_1 (I, R, PANA-Request, PANA-msgnum) ;

recv_2 (R, I, PANA-Response, PANA-msgnum) ;

send_3 (I, R, PANA—Request, inc (PANA—msgnum) , PAA—nonce, EAP-Request, msgnu
m, Identity, I);

recv_4 (R, I, PANA-Response, inc (PANA—msgnum) , PaC—nonce, EAP-Response, msg
num, Identity, R);

claim(I, Running, R, rand, sqn);

send_5 (I, R, PANA-Request, inc (inc (PANA-msgnum) ), EAP-Request, inc (msgnum
), aka—method, rand, Add(sqn, f5(k(I,R), rand)), f1(k(I,R), sqn, rand));
recv_6(R, I, PANA-Response, inc (inc (PANA-msgnum) ) , EAP-Response, inc (msgn
um) , aka—method, £2(k(I,R), rand));

send_7 (I, R, PANA—Request, inc (inc (inc (PANA-msgnum) ) ), PANA-Success, EAP-
Success, inc (inc (msgnum) ), h (prf (prf2 (h (R, sqn, rand, h (R, 4 (k (I, R),
rand), f3(k(I,R), rand)))), PANA—msgnum, PaC—nonce, PAA-nonce), PANA-Reque

st, inc (inc (inc (PANA-msgnum) ) ), PANA-Success, EAP-Success, inc (inc (msgnu




m)));

recv_8 (R, I, PANA-Response, inc (inc (inc (PANA—msgnum) ) ), h (prf (prf2 (h (R, s
gn, rand, h (R, f4 (k (I, R), rand), f3(k (I, R), rand)))), PANA-msgnum, PaC—nonce
, PAA-nonce) , PANA-Response, inc (inc (inc (PANA-—msgnum))))) ;

}

role R {

var rand, sqn: Nonce;

var msgnum: Nonce;

var PANA-msgnum, PAA-nonce: Nonce;

fresh PaC-nonce: Nonce;

recv_1(I, R, PANA-Request, PANA-msgnum) ;

send_2 (R, I, PANA-Response, PANA-msgnum) ;

recv_3 (I, R, PANA-Request, inc (PANA-msgnum) , PAA—nonce, EAP-Request, msgnu
m, Identity, I);

send_4 (R, T, PANA-Response, inc (PANA-msgnum) , PaC—nonce, EAP-Response, msg
num, Identity, R);

recv_b (I, R, PANA-Request, inc (inc (PANA—msgnum) ) , EAP-Request, inc (msgnum
), aka—method, rand, Add(sqn, f5(k(I,R), rand)), f1(k(I,R), sqn, rand));
claim(R, Running, I, rand, sqn);

send_6 (R, T, PANA—Response, inc (inc (PANA-msgnum) ), EAP-Response, inc (msgn
um) , aka—method, £2(k(I,R), rand));

recv_7 (I, R, PANA-Request, inc (inc (inc (PANA-msgnum) ) ), PANA-Success, EAP-
Success, inc (inc (msgnum) ), h (prf (prf2 (h (R, sqn, rand, h (R, 4 (k (I, R),
rand), £3 (k (I, R),

rand)))), PANA-msgnum, PaC—nonce, PAA—nonce) , PANA—Request, inc (inc (inc (P
ANA-msgnum) ) ), PANA-Success, EAP-Success, inc (inc (msgnum)))) ;

send_8 (R, T, PANA-Response, inc (inc (inc (PANA—msgnum))), h(prf (prf2(h (R,
sqn, rand, h(R, f4(k(I,R), rand), f3(k(I,R), rand)))), PANA-msgnum,
PaC-nonce, PAA-nonce), PANA-Response, inc (inc(inc (PANA-msgnhum)))));

}
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claim(R, Secret, prf2(h(R, sqn, rand ,h(R, f4(k(I,R), rand),
f3(k(I,R), rand)))));
claim(R, Commit, I, rand, sqn);
claim(R, Secret, k(I,R));
claim(R, Alive) ;
claim (R, Weakagree) ;
claim(R, Niagree) ;
//a—n 1 (7)) Otx=V T ¢ B
claim(I, Secret, prf2 (h (R, sqn, rand, h (R, f4 (k (I, R),
rand), f3(k(I,R), rand)))));
claim(I, Commit, R, rand, sqn);
claim(I, Secret, k(I,R));
claim(I, Alive);
claim(I, Weakagree) ;

claim(I, Niagree) ;
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claim pana—auth-aka, I Secret_I2
prf2(h (R, sgn, rand, h (R, f4 (k (I, R), rand), f3(k(I,R), rand)))) Ok

[no attack within bounds]

claim  pana—auth-aka, I Commit_I3 (R, rand, sqn) 0k [ho




attack within bounds]

claim  pana—auth-aka, I Secret_I4 k(I,R) Ok [no attack
within bounds]

claim pana—auth—aka, I Alive_Ib5 - Ok [no attack
within bounds]

claim pana—auth—aka, I Weakagree_I6 - Ok [no attack
within bounds]

claim pana—auth-aka, I Niagree_ 17 - Ok [no attack
within bounds]

claim pana—auth—aka, R Secret_R2
prf2(h (R, sqn, rand, h(R, f4 (k (I, R), rand), f3(k(I,R), rand)))) 0k
[no attack within bounds]

claim  pana—auth—aka, R Commit_R3 (1, rand, sqn) 0k [ho
attack within bounds]

claim  pana—auth-aka, R Secret_R4 k(I,R) Ok [no attack
within bounds]

claim pana—auth—aka, R Alive_R5 - Ok [no attack
within bounds]

claim pana—auth—aka, R Weakagree_R6 - Ok [no attack

within bounds]

claim pana—auth—aka, R Niagree_ R7 Ok [no attack

within bounds]
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<% CPU: Intel Core2Duo E8400 3.0GHz
> AEV 4GB
<% 0S : Windows7 32-bit if

5. &
ALEDT, RBE K5 RAEKFREFELZAVCZERBEFREHEFRCETE
AERBROFER HRARBEE »O05HTHD,



