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free c¢: channel.

type key.

type host.

type nonce.

type tag.

fun nonce_to_bitstring(nonce): bitstring [data, typeConverter].

(* Shared key encryption *)

fun encrypt(bitstring, key): bitstring.

reduc forall x: bitstring, yv: key; decrypt(encrypt(x,y),y) = x.




fun Dec(bitstring): bitstring.

free hostA, hostB, hostS: host.

table ske_keys(host, host, key)

table honest (host).

(* Queries %)

free secretAKab, secretBKab: bitstring [private]

event beginA (host, host, key).
event endA (host, host, key).
event beginB(host, host, key).

event endB(host, host, key).

(% 1 %)
query x: host, y: host, k: key;

inj—event (endA(x, vy, k)) ==> inj—event(beginB(x, y, k)).

(% 2 %)
query x: host, y: host, k: key;

inj—event (endB(x, vy, k)) ==> inj—event(beginA(x, y, k)).

(k3 %)

query attacker (secretAKab); attacker (secretBKab)

let processA =
in(c, (A: host, B: host, S: host));
if S = hostS then
if A <> B then




get honest (=A) in

(x Message 1 *)

new Na: nonce;

out(c, (A, B, Na));

(x Message 2 *)

in(c, m2: bitstring);

get ske_keys(=A, =S, Kas) in

let m21 = decrypt (m2, Kas) in

let (=Na, =B, Kab: key, m214: bitstring) = m21 in
event beginA(A, B, Kab);

(x Messsage 3 *)

out (c, m214);

(x Message 4 *)

in(c, m4: bitstring);

let m41 = decrypt(m4, Kab) in

let nonce_to_bitstring(Nb) = m4l in
(x Message 5 *)

out (c, encrypt (Dec (nonce_to_bitstring(Nb)), Kab));
(x security *)

get honest (=B) in

get honest(=S) in
event endA(A, B, Kab);

out (¢, encrypt (secretAKab, Kab))

let processB =
in(c, (A: host, B: host, S: host));
if S = hostS then
get honest (=B) in
(x Messsage 3 *)
in(c, m3: bitstring);
get ske_keys (=B, =S, Kbs) in
let (Kab: key, =A) = decrypt(m3, Kbs) in




event beginB(A, B, Kab);

(x Message 4 *)

new Nb: nonce;

out(c, encrypt(nonce_to_bitstring(Nb), Kab));
(x Message 5 *)

in(c, mb: bitstring);

let mbl = decrypt(m5, Kab) in
if Dec (nonce_to_bitstring(Nb)) = mb1 then
(x security *)

get honest (=A) in

get honest(=S) in
event endB(A, B, Kab);

out (¢, encrypt (secretBKab, Kab))

(x Server *)

let processS =
in(c, (A: host, B: host, S: host));
get honest(=S) in
(x Messagel *)
in(c, ml: bitstring);
let (=A, =B, Na: nonce) = ml in
get ske_keys(=A, =S, Kas: key) in
get ske_keys(=B, =S, Kbs: key) in
new Kab: key;
out (¢, encrypt((Na, B, Kab, encrypt((Kab, A), Kbs)), Kas)).

(x Key registration *)
let regist_ske_keys =

in(c, (X: host, Y: host, Kxy: key));
if (X, Y) < (hostA, hostS) && (X, Y) <> (hostB, hostS) then




if X <> Y then

insert ske_keys(X, Y, Kxy).

(x Start process *)

process
new Kas: key; new Kbs: key;
insert ske_keys(hostA, hostS, Kas);
insert ske_keys (hostA, hostS, Kbs);
insert honest (hostA) ;
insert honest (hostB) ;
insert honest (hostS) ;
(
(IprocessA) |
(IprocessB) |
(IprocessS) |

(lregist_ske_keys)
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(1 %)
query x: host, y: host, k: key;

inj—event (endA(x, vy, k)) ==> inj-event (beginB (x,
(2 %)
query x: host, y: host, k: key;

inj—event (endB(x, vy, k)) ==> inj-event (beginA (x,
(k3 %)

query attacker (secretAKab); attacker (secretBKab)

y, k)).

y, k)).
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RESULT not attacker (secretAKab[]) is true.

RESULT not attacker (secretBKab[]) is true.

RESULT inj—event (endB(x_5194, y_5195,k)) ==
inj—event (beginA(x_5194, y_5195,k)) is true.

RESULT inj—event (endA(x_10993, y_10994, k_10995)) ==>
inj—event (beginB(x_10993, y_10994, k_10995)) is true.
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