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free c¢: channel.

(ktypes)
type host.
type symkey.

type nonce.

(*xSKE*)
fun encrypt(bitstring, symkey): bitstring
reduc forall x: bitstring, k: symkey;

decrypt (encrypt (x, k), k) = x.

(x table *)

table keys(host, host, symkey).
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end().

beginC (host, host, symkey)
endC (host, host, symkey).
beginS (host, host, symkey)

endS (host, host, symkey).

ee names *)

free hostC, hostA, hostG, hostS: host
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secretC_K_CS: bitstring [privatel].
secretS_K _CS: bitstring [privatel].
secretC_K_CG: bitstring [privatel].
secretG_K_CG: bitstring [privatel].

secretTest: bitstring [private]

sumptions *)
ttacker (new K_CA).
ttacker (new K_AG).

ttacker (new K_GS).

eries %)

attacker (secretC_K_CS).
attacker (secretS_K_CS).
attacker (secretC_K_CG).

attacker (secretG_K_CG).

attacker (secretTest).

C: host, S: host, K: symkey;

inj—event (endS(C, S, K)) ==> inj—event(beginC(C, S, K)).




query C: host, S: host, K: symkey;

inj—event (endC(C, S, K)) ==> inj—event(beginS(C, S, K)).

(* processes %)

let procC(C: host, A: host, G: host) =

in(e, S: host);

get keys(=C, =A, K_CA) in

(1 %)

new N_1: nonce;

new TO: bitstring;

out (¢, (C, G, N_1, encrypt((C, TO), K CA)));
(% 2 %)

in(e, (Ticket_1: bitstring, ct2: bitstring)):

let (=G, K_CG: symkey, Tstart: bitstring, Texpire: bitstring, =N_1)

= decrypt (ct2, K CA) in

out (¢, encrypt (secretC_K_CG, K_CG)); (x !!! for describing security
%)

(5 3 %)

new N_2: nonce;

new T: bitstring;

out(c, (S, N_2, Ticket_1, encrypt((C, T), K _CG)));

(4 %)

in(c, (=C, Ticket_2: bitstring, ct4: bitstring));

let (=S, K_CS: symkey, Tstart2: bitstring, Texpire2: bitstring,
=N_2)

= decrypt (ct4, K CG) in
(% 5 %)
new T2: bitstring;
event beginC(C, S, K CS);
out (¢, (Ticket_2, encrypt((C, T2), K CS)));
(% 6 *)




let

let

in(c, ct6: bitstring);

if T2 = decrypt (ct6, K_CS) then

(* security check *)

if S = hostS then

out(c, encrypt(secretC_K_CS, K_CS));
event endC(C, S, K CS);

event end()

procA(A: host) =

in(e, (C: host, G: host, N_1: nonce, ctl: bitstring));

get keys(=C, =A, K_CA) in

let (=C, TO: bitstring) = decrypt(ctl, K_CA) in

new K _CG: symkey;

new Tstart: bitstring;

new Texpire: bitstring;

get keys(=A, =G, K_AG) in

let Ticket_1 = encrypt((C, G, K _CG, Tstart, Texpire), K_AG) in
out(c, (Ticket_1, encrypt((G, K_CG, Tstart, Texpire, N_1), K_CA)));

event end()

procG(G: host, A: host, K AG: symkey) =
(% 3 %)
in(e, (S: host, N_2: nonce, Ticket_ 1: bitstring, ct3: bitstring)):;

let (C: host, =G, K CG: symkey, Tstart: bitstring, Texpire:

bitstring)

= decrypt (Ticket_1, K_AG) in
let (=C, T: bitstring) = decrypt(ct3, K CG) in
(4 %)
new Tstart2: bitstring;
new Texpire2: bitstring;

new K _CS: symkey;




get keys(=G, =S, K_GS) in

let Ticket 2 = encrypt((C, S, K CS, Tstart2, Texpire2), K_GS) in

out (¢, (C, Ticket 2, encrypt((S, K CS, Tstart2, Texpire2, N_2),
K_C6))) s

if C = hostC then

out (c, encrypt (secretG_K_CG, K_CG)); (x !!! for describing security
%)

event end()

let procS(S: host, K GS: symkey) =

(% 5 %)

in(e, (Ticket_2: bitstring, cth: bitstring)):;

let (C: host, =S, K CS: symkey, Tstart2: bitstring, Texpire2:
bitstring)

= decrypt (Ticket_2, K GS) in

let (=C, T2: bitstring) = decrypt(cth, K_CS) in

(6 *)

event beginS(C, S, K CS);

out(c, encrypt(T2, K_CS));

(* security check *)

if C = hostC then

out (c, encrypt(secretS_K_CS, K_CS));

event endS(C, S, K CS);

event end()

let keyRegistration =
in(e, (hl: host, h2: host, k: symkey));
if (hl, h2) <> (hostC, hostA) &&
(h1, h2) < (hostA, hostG) &&
(h1, h2) < (hostG, hostS) then
insert keys(hl, h2, k).




process

(

new K_CA: symkey;

new K_AG: symkey;

new K_GS: symkey;

insert keys(hostC, hostA, K_CA);

insert keys(hostA, hostG, K_AG);

insert keys(hostG, hostS, K_GS);

(!procC(hostC, hostA, hostG)) |
(!'procA (hostA)) |
(I'procG(hostG, hostA, K_AG)) |
(I'procS(hostS, K_GS)) |

(lkeyRegistration)
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query C: host, S: host,
inj—event (endsS (C,

Gk (2) %)

query C: host, S: host,
inj—event (endC (C,

Gk (3) %)

G (4) #)

. symkey;

K)) ==> inj—event (beginC(C, S, K)).

. symkey;

K)) ==> inj—event (beginS(C, S, K)).

query attacker (secretC_K_CS).

query attacker (secretS_K_CS).

query attacker (secretC_K_CG).

query attacker (secretG_K_CG).
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RESULT inj—event (endC(C_37,S_38,K)) ==> inj—event (beginS(C_37,S_38,K))
is true.

RESULT inj-event (endS(C_7748,S_7749,K_7750)) ==
inj—event (beginC(C_7748,S_7749,K_7750)) cannot be proved

RESULT (but event (endS(C_15163, S_15164, K_15165)) ==
event (beginC(C_15163,S_15164,K_15165)) is true.)

RESULT not attacker (secretG_K _CG[]) is true

RESULT not attacker (secretC_K _CG[]) is true

RESULT not attacker (secretS_K CS[]) is true

RESULT not attacker (secretC_K CS[]) is true
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