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The Kerberos Network Authentication Service (V5), Kerberos with forwardable
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usertype SessionKey;

usertype Time;

usertype String;

usertype Option;

const IP-addr: Function;

const DNS: Function;

inversekeys (IP-addr, DNS);

protocol Kerberos—forwardable-ticket(C, A, G, S)

{

role C

fresh T2: Time;

fresh FORWARDABLE: Option;




N1} k(C, A)));

FORWARDABLE) ) ;

N2} Keg)) ;

N2} Keg)) ;

role A

fresh T1: Time;
fresh N2: Nonce;
fresh N1: Nonce;
fresh U: String;
var Texpire2: Time;
var Texpirel: Time;

var Kes: SessionKey;

var Kcg: SessionKey;

Tstartl, Texpirel,

Teg, {C, Tl}Keg,

Tstart2, Texpire2,

Tesl, {C, T1}Kcg));

Tstart2, Texpire2,

var Tstart2: Time;

var Tstartl: Time;

var Tcg, Tesl, Tes2: Ticket;
send_1(C, A, (U, G, N1));
recv_2(A, C, (C, Tcg, {G, Kcg,
send_3(C, G,

(IP-addr(C), S, N2,
recv_4(G, C, (U, Tesl, {S, Kcs,
send_5(C, G, (IP-addr(C), S, N2,
recv_6(G, C, (U, Tes2, {S, Kcs,
send_7(C, S, (Tes2, {C, T2}Kcs));
recv_8(S, C, {T2}Kes);

fresh Texpirel: Time;
fresh Keg: SessionKey;
fresh Tstartl: Time;

var N1: Nonce;




var U: String;

recv_1(C, A, (U, G, N1));

send_2 (A, C,
(C,
{U, C, G, Kcg, Tstartl, Texpirel}lk(A, G),
{G, Kcg, Tstartl, Texpirel, N1}k(C, A)));

role G

fresh Texpire2: Time;
fresh Kes: SessionKey;
fresh Tstart2: Time;
var Texpirel: Time;
var FORWARDABLE: Option;
var Tl: Time;
var Kcg: SessionKey;
var N2: Nonce;
var U: String;
var Tstartl: Time;
recv_3(C, G,
(IP-addr (C), S, N2,
{U, C, G, Kcg, Tstartl, Texpirel}lk(A, G),
{C, T1}Kcg, FORWARDABLE));
send_4 (G, C,
(U,
{IP-addr(C), U, C, S, Kecs, Tstart2
Texpire2, FORWARDABLE}k (G, S),
{S, Kes, Tstart2, Texpire2, N2}Kcg)):;
recv_5(C, G,
(IP-addr (C), S, N2,
{IP-addr(C), U, C, S, Kecs, Tstart2
Texpire2, FORWARDABLE}k (G, S),




{C, T1}Kcg));
send_6 (G, C,
(U,
{IP-addr(C), U, C, S, Kecs, Tstart2
Texpire2, FORWARDABLE}k (G, S),
{S, Kes, Tstart2, Texpire2, N2}Kcg)):;

role S

var Texpire2: Time;
var T2: Time;
var FORWARDABLE: Option;
var Kes: SessionKey;
var U: String;
var Tstart2: Time;
recv_7(C, S,
({IP-addr(C), U, C, S, Kecs, Tstart2,
Texpire2, FORWARDABLE}k (G, S),
{C, T2}Kes));
send_8(S, C, {T2}Kcs);

}
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claim_c1(C, Secret, Kcg);
claim_c2(C, Secret, Kcs);
claim_c3(C, Weakagree);
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claim_al (A, Weakagree);
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claim_gl (G, Secret, Kcg):
claim_g2(G, Weakagree);
/) a—SDOexa T ¢ Eif

claim_s1(S, Secret, Kcs);

claim_s2(S, Weakagree);
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claim id [Kerberos—forwardable-ticket,Cl], Secret(Kcg) : No attacks
within bounds
claim id [Kerberos—forwardable-ticket,C2], Secret(Kecs) : No attacks

within bounds

claim id [Kerberos—forwardable-ticket, C3], Weakagree i At least 1
attack.
claim id [Kerberos—forwardable-ticket, Al], Weakagree : Exactly 1
attack.
claim id [Kerberos—forwardable-ticket,Gl], Secret(Kcg) : No attacks

within bounds

claim id [Kerberos—forwardable-ticket, G2], Weakagree i At least 1
attack.

claim id [Kerberos—forwardable—-ticket, S1], Secret(Kcs) : At least 14
attacks.

claim id [Kerberos—forwardable-ticket, S2], Weakagree : At least 15

attacks.
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Run #2

Alice in role G

C-> Dave

A-> Eve

G -> Alice

S -> Bob
Fresh Texpire2#2, Tstart2#2, Kcs#2
Var Keg -> SessionKeylntruderl

Var N2 -> Noncelntruderl

Var T1 -> Timelntruderd

Var Tstartl -> Timelntruder3

Var Texpirel -> Timelntruder2

Var U -> StringIntruderl

recv_3 from Dave
(IP-Addr, Bob, { Stringl Dave, JK(Eve,Alice), { Dave, )

|

send_4 to Dave
| (StringIntruderl,{ IP-Addr,Stringlntruderl, Dave,Bob,Kcs#2, Tstart2#2, Texpire2#2,FORWARDABLE }k(Alice,Bob),{ Bob,Kes#2, Tstart2#2, )

Run #1

Bob in role S

C-> Dave

G -> Alice

S -> Bob

Var Kes -> Kes#2

Var T2 -> Timelntruderl
Var Tstart2 -> Tstart2#2
Var Texpire2 -> Texpire2#2
Var U -> StringIntruderl

|

recv_7 ave
({ IP-Addr,StringIntruderl,Dave,Bob,Kcs#2, Tstart2#2, Texpire2#2,FORWARDABLE }k(Alice,Bob),{ Dave, Timelntruderl }Kcs#2)

'send_8 to Dave
{ Timelntruderl }Kcs#2

[1d 17] Protocol Kerberos-forwardable-ticket, role S, claim type Secret, cost 62
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