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Public Key Cryptography for Initial Authentication in Kerberos (PKINIT)
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usertype Time;
usertype String;
usertype SessionKey;
const hash: Function;
protocol Kerberos—PKINIT(C, A, G, S)
{
role C
{
fresh U: String;
fresh T2: Time;
fresh T1: Time;
fresh TO: Time;
fresh N2: Nonce;

fresh N1: Nonce;




N2} Keg)) ;

var Ktemp: Nonce;
var Texpire2: Time;
var Texpirel: Time;
var Tstart2: Time;
var Tstartl: Time;
var Kecg, Kes: SessionKey;

var Tcg, Tcs: Ticket; //data that C does not check.

send_1(C, A, (U, G, N1, {pk(C), TO, N1, hash(U, G, N1)}sk(C)));
recv_2(A, C,
(U, Tcg, {G, Kcg, Tstartl, Texpirel, N1}Ktemp,
{{Ktemp} pk (C) } sk (A)))
send_3(C, G, (S, N2, Tcg, {C, Tl}Kcg));
recv_4(G, C, (U, Tecs, {S, Kes, Tstart2, Texpire2

send_5(C, S, (Tes, {C, T2}Kcs));
recv_6(S, C, {T2}Kes);
}

role A

{

fresh Ktemp: Nonce;
fresh Texpirel: Time;
fresh Tstartl: Time;
fresh Keg: SessionKey;
var U: String;

var TO: Time;

var N1: Nonce;

recv_1(C, A, (U, G, N1, {pk(C), TO, N1, hash(U, G,

N1)}sk(C)));

send_2 (A, C,




(U, {U, C, G, Kcg, Tstartl, Texpirellk(A, G),
{G, Kcg, Tstartl, Texpirel, N1}Ktemp,

{{Ktemp} pk (C) } sk (A))) 5

role G

{

fresh Texpire2: Time,;
fresh Tstart2: Time;
fresh Kes: SessionKey;
var U: String;

var T1: Time;

var Texpirel: Time;
var Tstartl: Time;

var N2: Nonce;

var Kcg: SessionKey;

recv_3(C, G,
(S, N2,
{U, C, G, Kcg, Tstartl, Texpirel}lk(A, G),
{C, T1)Kcg));
send_4 (G, C,
(U,

{u, ¢, S, Kes, Tstart2, Texpire2}k(G, S),
{S, Kes, Tstart2, Texpire2, N2}Kcg)):;

role S

var U: String;

var T2: Time;

var Texpire2: Time;




var Tstart2: Time;

var Kes: SessionKey;

recv_5(C, S,

({u, C, S, Kes, Tstart2, Texpire2}k(G, S),

{C, T2}Kcs));
send_6(S, C, {T2}Kcs);

}
}
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/) B—LCDEX =T ¢ B
claim_C1(C, Secret, Kcg);
claim_C2(C, Secret, Kcs);
claim _C3(C, Secret, Ktemp):
claim_C4(C, Weakagree);

/) BV ADEX 2T ¢ E
claim_A3 (A, Weakagree);

/) B—LGCDEX YT ¢ H
claim_G1(G, Secret, Kcg):
claim_G2(G, Secret, Kcs);
claim_G3 (G, Weakagree);

/) B—)SDEX T ¢ H
claim_S1(S, Secret, Kcs);

claim_S2(S, Weakagree);
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claim id [Kerberos—-PKINIT, C1], Secret (Kcg) : At least 19 attacks
claim id [Kerberos—-PKINIT, C2], Secret (Kcs) : At least 20 attacks
claim id [Kerberos—PKINIT, C3], Secret(Ktemp) : At least 19 attacks
claim id [Kerberos—PKINIT, C4], Weakagree : At least 1 attack.

claim id [Kerberos—PKINIT, A3], Weakagree : At least 1 attack.

claim id [Kerberos—-PKINIT, G1], Secret (Kcg) : At least 11 attacks
claim id [Kerberos—-PKINIT, G2], Secret (Kcs) : At least 11 attacks
claim id [Kerberos—PKINIT, G3], Weakagree : At least 12 attacks
claim id [Kerberos—-PKINIT, S1], Secret (Kcs) : At least 11 attacks
claim id [Kerberos—PKINIT, S2], Weakagree : At least 12 attacks
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Fresh Texpire2#2, Tstart2#2, Kcs#2

Var Kcg -> SessionKeyintruderl
Var N2 -> Noncelntruderl

Var Tstartl -> Timelntruder4
Var Texpirel -> Timelntruder3
Var T1 -> Timelntruder2

Var U -> Stringlntruderl

recv_3 from Dave
derl, Ti T

(Bob, 1.{ Stri Dave.Alice k(Eve.Alice).{ Dave. Timelntruder2 }SessionKeyintruderl)

send_4 to Dave
(Stringintruderl, { Stringintruderl,Dave,Bob,Kcs#2, Tstart2#2, Texpire2#2 YklAlice,Bob), { Bob,Kcs#2, Tstart2#2, Texpire2#2,Noncelntruderl } i 1) |

Run #1
Bob in role S

C -> Dave
G -> Alice
S -> Bob

Var Kes -> Kes#2

er]
Var U -> Stringintruderl

recv_5 from Dave
({ Stringintruderl, Dave,Bob, Kcs#2, Tstart2#2, Texpire2#2 }kiAlice.Bob).{ Dave,Timelntruderl }Kes#2)

send_6 to Dave
{ Timelntruderl }Kcs#2

[Id 105] Protocol Kerberos-PKINIT, role S, claim type Secret, cost 58
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