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The Internet Key Exchange (IKE)
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IPsec DHNIFATT HEAHT 1 k2L, FRAEITABAERE 5 2 61,
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RFC2409 (https://tools. ietf. org/html/rfc2409)
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// data type
usertype String;

usertype SecurityAssociation;
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// constants (or easily expectable variables)

const SAi, SAr: SecurityAssociation;
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// (cryptographic) functions
hashfunction mac, prf, hash;

const DHgl, DHg2: Function; //finite field exponentital
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// packet specification




// message 1: I->R

macro ikevlsig—1-header = (Ci);
macro ikevlsig—1-payload = (SAi);

macro ikevlsig—-1 = (ikevlsig—1-header, ikevlsig-1-payload);

// message 2: R—>I

macro ikevlsig—2-header = (Ci, Cr);
macro ikevlsig—2-payload = (SAr);

macro ikevlsig—2 = (ikevlsig—2-header, ikevlsig—2-payload);

// message 3: I->R

macro IDii = I;
macro KEi = DHgl (Xi);

macro ikevlsig—3-header = (Ci, Cr);

//send
macro ikevlsig—-3-payload-1 = (KEi, {IDii, Ni}pk(R));

macro ikevlsig-3-1 = (ikevlsig—3-header, ikevlsig-3-payload-I);

//recv
macro ikevlsig—-3-payload-R = (Gi, {IDii, Ni}pk(R));

macro ikevlsig-3-R = (ikevlsig—3-header, ikevlsig—3-payload-R);

// message 4: R—>I

macro IDir = R;

macro KEr = DHgl (Xr);




macro ikevlsig—4-header = (Ci, Cr);

//recv
macro ikevlsig—4-payload-1 = (Gr, {IDir, Nr}pk(I));

macro ikevlsig—4-1 = (ikevlsig—4-header, ikevlsig—4-payload-I);

//send
macro ikevlsig—4-payload-R = (KEr, {IDir, Nr}pk(I));

macro ikevlsig—4-R = (ikevlsig—4-header, ikevlsig—4-payload-R);

// key derivation

//memo: Ni and Nr are encrypted in authentication with PKE, the shared
secret
// seems not to be necessary for SKEYID generation.

macro SKEYID = prf(hash(Ni, Nr), Ci, Cr); //for public key encryption

macro SharedSecret—1 = DHg2(Gr, Xi);

macro SKEYIDd-I = prf(SKEYID, SharedSecret-I, Ci, Cr);

macro SKEYIDa-T = prf (SKEYID, SKEYIDd-I, SharedSecret-I, Ci, Cr);
macro SKEYIDe-T = prf (SKEYID, SKEYIDa-I, SharedSecret-I, Ci, Cr);

macro SharedSecret-R = DHg2(Gi, Xr);
macro SKEYIDd-R

prf (SKEYID, SharedSecret-R, Ci, Cr);
macro SKEYIDa-R = prf (SKEYID, SKEYIDd-R, SharedSecret-R, Ci, Cr);

macro SKEYIDe-R = prf (SKEYID, SKEYIDa-R, SharedSecret-R, Ci, Cr);

//For executable
macro SharedSecret—Ix = DHg2 (DHgl (Xr), Xi);
macro SKEYIDd-Ix = prf(SKEYID, SharedSecret-Ix, Ci, Cr);




macro SKEYIDa-Ix = prf (SKEYID, SKEYIDd-Ix, SharedSecret-Ix, Ci, Cr);
macro SKEYIDe-Ix = prf (SKEYID, SKEYIDa-Ix, SharedSecret-Ix, Ci, Cr);

macro SharedSecret—Rx = DHg2 (DHgl (Xi), Xr);

macro SKEYIDd-Rx = prf (SKEYID, SharedSecret-Rx, Ci, Cr);

macro SKEYIDa-Rx = prf (SKEYID, SKEYIDd-Rx, SharedSecret-Rx, Ci, Cr);
macro SKEYIDe-Rx = prf (SKEYID, SKEYIDa-Rx, SharedSecret-Rx, Ci, Cr);

// message 5: I->R

//send

macro ikevlsig—5-header—I = ({Ci, Cr}SKEYIDe-1I, mac ((Ci, Cr), SKEYIDe-1));
macro HASHi-I = prf(SKEYID, KEi, Gr, Ci, Cr, SAi, IDii);

macro SIGi—I = {HASHi-I}sk(I);

macro ikevlsig—b-payload-1 = (IDii, SIGi-I);

macro ikevlsig-5-1 = (ikevlsig—-5-header-I, ikevlsig—5-payload-I);

//recv

macro ikevlsig—5-header—-R = ({Ci, Cr}SKEYIDe-R, mac ((Ci, Cr), SKEYIDa-R));
macro HASHi-R = prf(SKEYID, Gi, KEr, Ci, Cr, SAi, IDii);

macro SIGi-R = {HASHi-R}sk(I);

macro ikevlsig—b-payload-R = (IDii, SIGi-R);

macro ikevlsig—5-R = (ikevlsig—-5-header-R, ikevlsig-5-payload-R);

//For executable
//send
macro ikevlsig—-b-header-Ix = ({Ci, Cr} SKEYIDe—1Ix, mac ((Ci, Cr),

SKEYIDe-1x)) ;
macro HASHi-x = prf(SKEYID, KEi, KEr, Ci, Cr, SAi, IDii);
macro SIGi—-x = {HASHi—x}sk(I);

macro ikevlsig—-b-payload—-x = (IDii, SIGi-x);




macro ikevlsig-5-Ix = (ikevlsig—b-header—Ix, ikevlsig-5—payload—x);

//recv
macro ikevlsig—-b-header—Rx = ({Ci, Cr} SKEYIDe—Rx, mac ((Ci, Cr),
SKEYIDa—Rx)) ;

macro ikevlsig-5-Rx = (ikevlsig—b-header—Rx, ikevlsig-5—payload—x);

// message 6: R—>I

//recv

macro ikevlsig—6-header—-I = ({Ci, Cr}SKEYIDe-I, mac ((Ci,Cr), SKEYIDa-1));
macro HASHr-I = prf(SKEYID, Gr, KEi, Cr, Ci, SAi, IDir);

macro SIGr-T1 = {HASHr-T}sk(R);

macro ikevlsig—6-payload-1 = (IDir, SIGr-1);

macro ikevlsig—6-1 = (ikevlsig—6-header-I, ikevlsig—6-payload-I);

//send

macro ikevlsig—6-header-R = ({Ci, Cr}SKEYIDe-R, mac ((Ci, Cr), SKEYIDa-R));
macro HASHr-R = prf(SKEYID, KEr, Gi, Cr, Ci, SAi, IDir);

macro SIGr-R = {HASHr-R}sk(R);

macro ikevlsig—6-payload-R = (IDir, SIGr-R);

macro ikevlsig—6-R = (ikevlsig—6-header-R, ikevlsig—6-payload-R);

//For executable

//recv

macro ikevlsig—6-header-Ix = ({Ci, Cr}SKEYIDe-Ix, mac((Ci,Cr),
SKEYIDa-Ix)) ;

macro HASHr-x = prf (SKEYID, KEr, KEi, Cr, Ci, SAi, IDir);

macro SIGr-x = {HASHr-x}sk(R);

macro ikevlsig—6-payload—-x = (IDir, SIGr—x);




macro ikevlsig—6-Ix = (ikevlsig—6-header—Ix, ikevlsig—-6-payload—x);

//send
macro ikevlsig—6-header-Rx = ({Ci, Cr}SKEYIDe-Rx, mac((Ci,Cr),
SKEYIDa-Rx)) ;

macro ikevlsig—6-Rx = (ikevlsig—6-header—Rx, ikevlsig—-6-payload—x);
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// helper protocols
/%
An adversary can ask these oracles to translate a packet to
another form.

I.e., these oracles help the adversarial model to be more precise

*/

protocol @oracles (DH-naked)
{

/Hskk ook ookt ookl okolok /
// (g7x) 7y = (g7y) x
role DH-naked

{

var x, y-. Ticket;

recv_!dhl (DH-naked, DH-naked, DHg2 (DHgl(x),7v));
send_!dh2 (DH-naked, DH-naked, DHg2 (DHgl (y), x));
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protocol @executable (MSG5, MSG6)




/stskskskeresioksokskkesoksksiekesokssksiekesaksksksiekeeokskskekeeokskskkekeotok /
// message b
role MSG5

var Xi, Xr, Ni, Nr, Ci, Cr: Nonce;

var I, R: Agent;

recv_lmsgh1l (MSG5, MSG5, ikevlsig—5-1Ix);
send_!msgh2 (MSG5, MSG5, ikevlsig—5-Rx);

/stsksksketesoksokskekaksksiekesokssksiekesaksksksiekesoksksktekeeokskkkeksotok /
// message 6
role MSG6

var Xi, Xr, Ni, Nr, Ci, Cr: Nonce;

var I, R: Agent;

recv_lmsg61 (MSG6, MSG6, ikevlsig—6-Rx) ;
send_!msg62 (MSG6, MSG6, ikevlsig—6-1x);
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protocol IKEvl-pubkey(I, R)

{

/Fssskekekokskskoskokekokskskoskskokokskskokeskekokskskokek ok skokskekokokskokskekokokskoskskek ok skoksksk ok skokskokkok sk /

role 1




/Fssskekekokskskoskokekokskskoskskokokskskoskeskokokskoskokek ok skokskekokokskokskekokokskoskskek ok skokskek ok skokskskkok sk /

/Aeksrskskekekokskskskeskekokskskokskokokskskokokekokskskskskokokskskskskokkok /

// variables

fresh Xi, Ni, Ci: Nonce;//Ci is I’ s cookie
var Nr, Cr: Nonce;

var Gr: Ticket; //g Xr

/Aksskskskekokskskskeskekokskskokoskekokskskokokekokskskskskokokskskskskok ko /

// sequence

send_1(I,R, ikevlsig-1);
recv_2(R, I, ikevlsig-2);
send_3(I, R, ikevlsig-3-1);
recv_4(R, I, ikevlsig—4-1);

claim(I, Running, R, Ni, Nr, Ci, Cr);
claim(I, Running, R, KEi, Gr);
send_!5(I,R, ikevlsig-5-1);
recv_|6(R, I, ikevlsig—6-1);

role R

{

/Aksskskekekokskskskeskekokskskokeskekokskskokokekokskskskskokokskskskskok ko /

// variables

var Ni, Ci: Nonce;//Ci is I's cookie
fresh Xr, Nr, Cr: Nonce;

var Gi: Ticket; //g Xi




/Aeksskskskekokskskskeskekokskskokskokokskskokoskokokskskskoskokokskskskskok ko /

// sequence

recv_1(I,R, ikevlsig-1);
send_2 (R, I, ikevlsig-2);
recv_3(I,R, ikevlsig-3-R);
send_4 (R, I, ikevlsig—4-R);
recv_I5(I, R, ikevlsig—-5-R);

claim(R, Running, I, Ni, Nr, Ci, Cr);
claim(R, Running, I, Gi, KEr);

send_!6(R, I, ikevlsig—6-R);

2.2. HBEETIL
Scyther X5 7 4/ F TDolev-Yao ETF NV AAHEL TRV . FRICHEHTREHEE LA,
2.3. X VTA4EH

/) a— T DOExa T ¢ B
claim(I, SKR, SKEYID-I);
claim(I, SKR, SKEYIDa-I);
claim(I, SKR, SKEYIDe-I);
claim(I, Weakagree);

claim(I, Commit, R, Ni, Nr, Ci, Cr);
claim(I, Commit, R, KEi, Gr);
// a—VRDEF 2T ¢ B
claim(R, SKR, SKEYID-R);
claim(R, SKR, SKEYIDa-R);
claim(R, SKR, SKEYIDe-R);

claim(R, Weakagree);




claim(R, Commit, I, Ni, Nr, Ci, Cr);
claim(R, Commit, I, Gi, KEr):;

3. Scyther IC & B EF(li#E R

1. HA

Scyther TRHMEi FIREZREF = U 7 ¢ 7' 1 /3F 42DV T D, bounded 72 aFAflifE RILLL T D
LBV THD, reflection attack D A[REMED FEH§ 4172, IKEvl Phase 1: authenticated
with pre-shared encryption 71 k2L Cix, A m— NI —/L4 7 EOBEH T 5F
ETH0OEMEGEE RN dTHD, LIzB> T, BEHTEHRT HFEETHNIL,
Z ORMBEITA T2,

claim id [EAP-AKA, al], Secret(k(A,P)) : No attacks.
claim id [EAP-AKA, a2], Weakagree : No attacks.

claim id [EAP-AKA, a3], Niagree : No attacks.

claim id [EAP-AKA, a4], Nisynch : At least 1 attack.
claim id [EAP-AKA, a5], Commit (P, RAND, SQN)  : No attacks.
claim id [EAP-AKA, pl], Secret(k(A, P)) : No attacks.
claim id [EAP-AKA, p2], Weakagree : No attacks.

claim id [EAP-AKA, p3], Niagree : At least 2 attacks.
claim id [EAP-AKA, p4], Nisynch : At least 2 attacks.
claim id [EAP-AKA, p5], Commit (A, RAND, SQN) : No attacks.

3.2. MEDAER

K=Y OR 1 TiE, IKEvI-PKE ([cBW\WTu—/1 T BN F—Z DA (non-injective
agreement) Zii7Z L CWARWIZ 2R THI TH D, Scyther Ver. 1.1 THEST T 7 %A%
ToHL, BENELTELDICHRASEL > TS, Z 2 TiE Scyther Compromized
Ver.0.8 ZWTHB Y T 7 DEMEIT ST, 2 DO — /L TR R ITE TRV,
Compromized JROWEE VT 7 ClI~ 7/ v ERAZFA L TV L7, AfGMENRE < oo T\ D,
W75 7 TERT & (X, Runftl TAlice A —/L I ZHE U TWDHA, FFEFIZ Alice [T 1
—/VREZBELELTWVWD EESTWLRTH D, T70D5, BT reflection attack &K L
CTW %, IKEvl Phase 1: authenticated with public key encryption 7' & k)L CiL, -2
A= R =LA EOBEMRFLRET HOOEREE LR, LEB-T, #IE
MTPE2HR LRV E D 2FEETHIE, Alice ZBEEMHTRESHHE THD Z L ERICET
e 7m haLtz&TLTLE ),
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Run 1

Alice in role |
Assumes R->Alice
Var Gr#1 -> TMP4
Var Cr#1 -> Ci#1
Var Nr#1 -> Ni#1

send_1

Ci#1,SAi

Initial knowledge

recv_2

Ci#1,Ci#1,SAr

send_!5 | Derive M10
M9, mac(Ci#1,Ci#1,M7),M3 I @executable

Abbreviations:

M1 = DHgl(Xi#1)

M2 = prf(hash(Ni#1,Ni#1),Ci#1,Ci#1)

M3 = Alice,{prfiM2,M1,M1,Ci#1,Ci#1,SAi,Alice)} sk(Alice)
M4 = Ci#1,Ci#1,M1,{Alice,Ni#1}pk(Alice)

M8| M5 = DHg2(M1,Xi#1),Ci#1,Ci#1

M6 = prf(M2,prf(M2,M5),M5)

M7 = prf(M2,M6,M5)

M8 = mac(Ci#1,Ci#1,M6)

M9 = {Ci#1,Ci#1}M7
M10 = M9,M8,M3

recv_!6
M10

Scyther pattern graph for the IKEv1-publicKey protocol, claim IKEv1-publicKey,|7 in role I.
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4. iK1t
4.1. /A&t

IETF D@7 m b anTid, "M em—FOREI LI, M u—RZA7 Xfm—F
RRENTEHIN TS, LrL, ZRHDOFERIZILETHY . 72, Scyther TR S22
EOEHRET = 7 THZEIFTERNY, 22T, AvkE—VOXAMu— NEBET L
DO, BIKREDO R v =V F 4 FIERITFR L, 2 LA ORGECER RV & Bbh 5 F )
ZEFADSHIER LT,

Security parameter index, security association 72 & . FHIF[RETH DIHILEL & &
e Lz,

IKE TlX Diffie-Hellman (DH)##AcH#a% I CHEILF 24T\, oIt Ly v a v
g EATIL AT H CEATILA R, WERTOARER L) 2V CHARIEAITS, DH &
UL, FEGHEALB N W TH D 2 & 2RI LTV D23, Seyther TIFALEE D I 2 7
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WFHZENTERN, ZOD, BEAYyE—VE2RPTERMICES R, BET
v NEZENRT Y BRI DL HICFHRRTHZE T, EEE, ZEHICELE-TERO®H D
TR ERDET MEEITO TS,

4.2. &4

HRAITAT > TV DO, EWMBKRESHERDLND XD RETMITIT > TR,
Scyther DOBAFEH DL, DH §##HZ FRROFTLBD XS IZET METHZ EEZBELTWD
N, ZOFET LN EDOREIEMR DM ONTIES N> TV, 7272 L, BEFORE R
TiE, ERETFTATEOLNIEERE L MO Y — L TOFMREEBBVES TWD A —RE A
WweBbhs,

4.3. REEY—IL LD

a3k, WBEETNEEIRT DI o T, FRICHIBRIZZR 20 o 72, (DH S5
DETMEIZOWTIZ, [ T2 OHE SR,

Y Xl T 4 AT BICH - T, Seyther Ti, BER SHIEL SN EREZ T
WTER, FRRICFHFERBICOWTIMET 5 Z LIXTERY, ZHERE e harT
3, 57TV IT 4 7ORENE LTSNSO REHATH D, 7 —F DESME,
MEMEIIATMOK R THHRIET 2 F L OFRPANTH D720, FEEIT > TR,

FEFEIEIZ DWW TR, W57 e b avi3mic 3 NS HEENEHM I TH2RY, Lol
U7V ARBICHT HMEEZR- TDZ e, @IEFZHEMEL TN G,
injective agreement WiER INHREXEX 2T 4T BT 4 ThdHEARLT,

7272 L. Scyther TiX injective 2B IZOWTEHMlEN TX 22\, & v 3 3 #13 RAND
EHATHAR KA, P) D OAERESND 2D, RAND ORI L TR, &y a Vi
REMICIEATERLLEER D, £2 T, FET —ZIZDOWT non-injective agreement 73
AL L TWD Z & 2R T 2k 21T > TV D,

Scyther TRUBRTEARWT BB A (T2WAY, RO X 512 DH OB LIZEEN &
TNV Z 7220, £, EZET —FOXIER RN E S RERLEIToTnbHed, TOEFE

TIE Scyther TREfid 2 Z &M TE 2R, 2D, EREOETVTIX, T — % Oxtinft
24T O MBI el 5 7 1 b =L (helper protocol) ZEFHE L, HEHICL DS 71 b=
NDFETHYR—T252 LT, iz raigs LTS, 245D helper protocol M A
= VICHETLRENKREICREET LD, BRGEREB BRI L, NTBRREALLT L
o TW5D,

4.4, REEY— L ERAEOMEE

FREERFRIIEAY 12 BFf7Z o7z, SHTEREEIILUI T O LB,

< CPU: Intel Xeon E5502 1.87GHz x 4CPU(SMP)
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