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AVISPA version of EAP-TTLS [RFC5281]

*)

set selFun = Nounifset.

set stopTerm = false.

(x
set traceDisplay = long.

*)




free c¢: channel.

type skey.
type pkey.
type symkey.
type nonce.

type host.

(* consts¥*)

const request_id: bitstring [data]
const response_id: bitstring [data]
const start_ttls: bitstring [data]
const success: bitstring [datal.

const Shd: bitstring [data]

const Ccs: bitstring [data]

const ttls_challenge: bitstring [datal.
const master_secret: bitstring [data]
const key_expansion: bitstring [data]

const ttls_keying material: bitstring [data]

(*x PKE )

fun pk(skey): pkey.

fun encrypt(bitstring, pkey): bitstring
reduc forall x: bitstring, sk: skey;

decrypt (encrypt (x, pk(sk)), sk) = x.

(* SKE *)
fun sencrypt (bitstring, symkey): bitstring
reduc forall x: bitstring, k: symkey;

sdecrypt (sencrypt (x, k), k) = x.

(* Sig *)




fun sign(bitstring, skey): bitstring.
reduc forall x: bitstring, sk: skey;

check (sign(x, sk), pk(sk)) = x.
reduc forall x: bitstring, sk: skey;

getmsg (sign(x, sk)) = x.

(x functions for describing secrecy *)

(x

fun b2symkey (bitstring): symkey.

reduc forall x: bitstring, k: bitstring;
hide(x, k) = sencrypt(x, b2symkey(k)).

*)

(* PRF and Hash *)
fun PRF(bitstring): symkey.
(x
fun KeyGen (bitstring): symkey.
%)
reduc forall h: host, np: nonce, ns: nonce, ms: symkey;
KeyGen(h, np, ns, ms) = PRF((h, ms, key_expansion, np, ns)).
fun H(symkey): bitstring
fun CHAP_PRF_challenge(bitstring): bitstring.
fun CHAP_PRF_id(bitstring): bitstring.

fun CHAP_algorithm(host, bitstring, bitstring): bitstring

(k tables *)
table keys(host, pkey).

table users(host, bitstring).

(k events *)
event beginS (host, host, symkey)

event beginP (host, host, symkey)




event endS (host, host, symkey).
event endP(host, host, symkey).

event end().

(*x free names *)
free hostS, hostP, anonymous: host
free userP, userQ: host

free passwdP, passwdQ: bitstring [private]

weaksecret passwdP.
(x
weaksecret passwdQ.

*)

(* query *)

free secretPMSK, secretSMSK, secretTest: bitstring [private]

query attacker (secretPMSK).
query attacker (secretSMSK).
(x

query attacker (secretTest).

query p: host, s: host, msk: symkey;
inj—event (endS(p, s, msk)) ==> inj—event(beginP(p, s, msk)).
query p: host, s: host, msk: symkey;

inj—event (endP(p, s, msk)) ==> inj—event(beginS(p, s, msk)).

let procP (UserId: host, UserName: host, Password: bitstring, pkCA: pkey)

in(c, (Version: bitstring, CipherSuite: bitstring, SessionID:




bitstring));

let P = Userld in

(* EAP Start )

in(c, =request_id);

out (¢, (response_id, Userld));

(* 1st phase: TLS *)

in(c, =start_ttls);

new Np: nonce;

out(c, (Version, SessionID, Np, CipherSuite));

in(c, (=Version, =SessionID, Ns: nonce, =CipherSuite,

certS: bitstring, Ske: bitstring, =Shd));

let (S: host, pkS: pkey) = check(certS, pkCA) in

new PMS: bitstring;

let MS = PRF((PMS, master_secret, Np, Ns)) in

let ClientK = KeyGen(P, Np, Ns, MS) in
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if S = hostS then

out (¢, (encrypt(PMS, pkS), Ccs, sencrypt(HMS), ClientK))):;

in(c, (=Ccs, encHMS_s: bitstring));

let ServerK = KeyGen(S, Np, Ns, MS) in

if HMS) = sdecrypt (encHMS_s, ServerK) then

(¢ 2nd phase: using tunneling to authenticate peerxk)

let CHAP_challenge = CHAP_PRF_challenge ((MS, ttls_challenge, Np,
Ns)) in

let Chapld = CHAP_PRF_id((MS, ttls_challenge, Np, Ns)) in

let ChapRs = CHAP_algorithm(UserName, Password, CHAP_challenge) in

let MSK = PRF((MS, ttls_keying material, Np, Ns)) in (* MSK can be
generated now*)

event beginP (UserName, S, MSK);

out (¢, sencrypt((UserName, CHAP_challenge, (Chapld, ChapRs)),

ClientK));




in(c, =success);
(* for describing security *)

(*BEFEF S BRFED Y —/N hostS THDH Z & &2 —HFRHER LW

AIXZ ZTS=hostS 2 F = v 795 h %)

(x

if S = hostS then

%)

out(c, sencrypt(secretPMSK, MSK));
event endP (UserName, S, MSK);

event end()

let procS(S: host, skS: skey, certS: bitstring) =

in(c, (Version: bitstring, CipherSuite: bitstring, SessionID:

bitstring));

(* EAP Start )
out (¢, request_id);
in(e, (=response_id, P: host));
out (¢, start_ttls);
(* 1st phase: TLS *)
in(c, (=Version, =SessionID, Np: nonce, =CipherSuite));
new Ns: nonce;
new Ske: nonce;
out (¢, (Version, SessionID, Ns, CipherSuite,
certS, Ske, Shd));
in(c, (encPMS: bitstring, =Ccs, encHMS_c: bitstring));
let PMS = decrypt (encPMS, skS) in
let MS = PRF((PMS, master_secret, Np, Ns)) in
let ClientK = KeyGen(P, Np, Ns, MS) in
if HMS) = sdecrypt (encHMS_c, ClientK) then
let ServerK = KeyGen(S, Np, Ns, MS) in
out (¢, (Cecs, sencrypt(HMS), ServerK))):;

(¢ 2nd phase: using tunneling to authenticate peerxk)




in(c, auth: bitstring);

let (UserName: host, CHAP_challenge: bitstring, (Chapld: bitstring,
ChapRs: bitstring))

= sdecrypt (auth, ClientK) in

get users(=UserName, Password) in

if CHAP_challenge = CHAP_PRF_challenge ((MS, ttls_challenge, Np,
Ns)) then

if ChapId = CHAP_PRF_id((MS, ttls_challenge, Np, Ns)) then

if ChapRs = CHAP_algorithm(UserName, Password, CHAP_challenge) then

out (c, success);

(* for describing security *)

let MSK = PRF((MS, ttls_keying material, Np, Ns)) in (* MSK can be
generated now*)

event beginS (UserName, S, MSK);

if UserName = userP then

event endS (UserName, S, MSK);

out (¢, sencrypt(secretSMSK, MSK));

event end()

let userRegistration =
in(c, (UserName: host, Password: bitstring)):
if UserName <> userP then

insert users (UserName, Password).

let procCA(skCA: skey) =
in(e, (h: host, k: pkey));
if h <> hostS then
out(c, sign((h, k), skCA)).

process

(s CA *)




new skCA: skey;
let pkCA = pk(skCA) in
out (¢, pkCA);
(* Server *)
new skS: skey;
let pkS = pk(skS) in
let certS = sign((hostS, pkS), skCA) in
insert keys(hostS, pkS);
out(c, certS);
(* Users *)
insert users(userP, passwdP);
insert users(userQ, passwdQ);
(
(!'procP (anonymous, userP, passwdP, pkCA))| (* using
anonymous. see Sect7.2 in RFC *)
(!'procS(hostS, skS, certS)) |
(I'procCA (skCA)) |

(luserRegistration)
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query p: host, s: host, msk: symkey;

inj—event (endS(p, s, msk)) ==> inj—event(beginP(p, s, msk)).

(x (2) %)
query p: host, s: host, msk: symkey;

inj—event (endP(p, s, msk)) ==> inj—event (beginS(p, s, msk)).




(% (3) *)
query attacker (secretPMSK) ;

attacker (secretSMSK).

(ke (4) #)

weaksecret passwdP.
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RESULT inj-event(endP(p, s, msk)) ==> inj-event(beginS(p, s, msk)) is
false.

RESULT (even event (endP (p_2930, s_2931, msk_2932)) ==
event (beginS (p_2930, s_2931, msk_2932)) is false.)

RESULT inj—event (endS (p_3506, s_3507, msk_3508) ) ==
inj—event (beginP (p_3506, s_3507, msk_3508)) is true.

RESULT not attacker (secretSMSK[]) is true.

RESULT not attacker (secretPMSK[]) is true.

RESULT Weak secret passwdP is true (bad not derivable).
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