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Identity (MylID)

P (Authenticating Peer) S (Authenticator)

: EAP-Request/ EARType=EARTLS
. (TLS server_hello, TLS certificate, [TLS server_key_exchange,]
[TLScertificate_request] TLSserver_hello_done)
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[TLScertificate verify][TLS change cipher spec,] TLS finished
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& Code : /X% v NOFHEERET D72 DDELL, Request, Response, Success, Failure
D AN D D,

< Identifier : Request & Response ZXIiSHELHT20OD T 4 —/L K,

<% Length: X7 v h2KDOE X,

& Data: fEED <A m— FT&®H Y, RFC3T48 D TIIHIE SN2y,

Code 7 4 —/L K7 Request ¥ L < I% Response DIFH, SHIZLLFD LR,

4% Type : Request/Response TilES~A 01— FOMEHAIEET 57 4 —/L K, RFC3748 T
(X 8 HDMEMRFRE S TR, 774 /L b OFGES KT MD5-Challenge L < % One
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$ A vt&—2: EAP-Response/Identity
Data 7 4 —/L FIZE7 @ ID & &,

< A wtE—¥ 3 : EAP-Request/EAP-TLS (TLS Start)
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TLS certificate : AN DA m— K& &,
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TLS certificate : &7 O/ABHSEREHE,
TLS client_key_exchange : premaster secret ZIAGFT A0 DF—%, RSA %
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TLS certificate_verify : X v &—3 3~5 D TLS A v —IIIxtT 2 B,
TLS change_cipher_spec : OPTIONAL, HfHAA — hDAXRy 7 ZEET 572D
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Verify_data=PRF (master_secret,
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+SHA1-128 (handshake_message))
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Verify_data=PRF (master_secret,
finished_label, MD5(handshake message)
+SHA1-128 (handshake_message))
finished_label : EEfE [client finished. | TH 5,

Handshake_message: A v — 3~7TDTLS A v —I T _RCEHEELET
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At —7 8 : EAP-Response/EAP-TLS
Data 7 4 —/V Rid il & & £ 720,
A wt— 9 : EAP-Success
Data 7 4 — /v RKid ] & & £ 720,
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Key_Material

= TLS-PRF-128 (master_secret, “client EAP encryption”,
client. random| | server. random)

MSK = Key_MateriallO..63]

EMSK = Key Material (64, 127)

IV = TLS-PRF-64 (“”, “cclient_EAP_encryption”, client.random||server. random)

Enc-RECV-Key = MSK(0, 31) : 7 ISP — N 2L T —Z OIS bk
MSK (32, 63) : Y — "B BT IS D T — X OIS
RECV-IV = IV(0,31) : ET MOV —RNIIT—H kDL L&D 1V

SEND-TV = 1V(32,63) : =" DHETICT —H 2D EED IV

Enc—SEND—Key

Session-Id = 0x0D || client.random || server.random
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»  Auth. mechanism: Certificates
Ciphersuite negotiation: Yes [4]
Mutual authentication: Yes [1]
Integrity protection: Yes [1]
Replay protection: Yes [1]
Confidentiality: Yes [2]

Key derivation: Yes

Key strength: [3]

Dictionary attack protection: Yes
Fast reconnect: Yes

Crypt. binding: N/A

Session independence: Yes [1]

Fragmentation: Yes

vV V ¥V vV V V V V V V V V V

Channel binding: No
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