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RFC5106 (https://www. ietf. org/rfe/rfc5106. txt)
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2.1. 7a oLtk

free c¢: channel.

type host.
type key.
type pkey.
type skey.
type nonce.
type G.

type Z.

(+ DH *)

const g: G.

fun exp(G, Z): G.

(* SKE %)

equation forall x: Z, y: Z; exp(exp(g, x), y) = exp(exp(g, v), x).




fun encrypt (bitstring, key): bitstring.

reduc forall x: bitstring, k: key; decrypt(encrypt(x, k), k) = x.

Gk SIG *)

fun pk(skey): pkey.

fun sign(bitstring, skey): bitstring.

reduc forall m: bitstring, k: skey; getmsg(sign(m, k)) = m.

reduc forall m: bitstring, k: skey; checksign(sign(m, k), pk(k)) = m.

(* PRF %)

fun PRF(bitstring): key

(* Consts *)

const Req: bitstring [data]
const Res: bitstring [data]

const Suc: bitstring [data]

(x table %)

table keys(host, pkey).

(* events *)

event end().

event beginPeer (host, host, key)
event endPeer (host, host, key).
event beginServer (host, key).

event endServer (host, host, key)

(* honest parties *)

free hostP, hostS: host

(* free names for describing security *)




free secretTest, secretS, secretP: bitstring [privatel].

(* queries *)

query attacker (secretS)

query attacker (secretP)

query p: host, s: host, k: key;

inj—event (endServer (p, s, k)) ==> inj—event (beginPeer (p, s, k))

query p: host, s: host, k: key;

inj—event (endPeer (p, s, k)) ==> inj—event (beginServer (s, k)).

(x
query attacker (secretTest).

*)

let procPeer(P: host, skP: skey) =
in(e, (ID: host));
(sk)
in(c, =Req);
out(c, (Res, 1ID));
in(c, (SAil: bitstring, KEi: G, Ni: nonce));
new Nr: nonce;
new DHr: Z;
let KEr = exp(g, DHr) in
let SArl = SAil in
out(c, (SArl, KEr, Nr));
in(c, ct: bitstring);
let SK = PRF((Ni, Nr, exp(KEi, DHr))) in

let (S: host, sAUTHi: bitstring) = decrypt(ct, SK) in




let

get keys(=S, pkS) in

if (SAil, KEi, Ni, Nr) = checksign(sAUTHi, pkS) then
event beginPeer (P, S, SK);

out(c, encrypt((P, sign((SAil, KEr, Nr, Ni), skP)), SK));
if S = hostS then

out(c, encrypt(secretP, SK));

event endPeer (P, S, SK);

event end()

procServer (S: host, skS: skey) =

in(c, (SAil: bitstring));

(sk)

out(c, Req);

in(c, (=Res, ID: host));

new DHi: Z;

let KEi = exp(g, DHi) in

new Ni: nonce;

out (c, (SAil, KEi, Ni));

in(e, (=SAil, KEr: G, Nr: nonce));

let SK = PRF((Ni, Nr, exp(KEr, DHi))) in

event beginServer (S, SK);

out (c, encrypt((S, sign((SAil, KEi, Ni, Nr), skS)), SK));
in(c, ct: bitstring);

let (P: host, sAUTHr: bitstring) = decrypt(ct, SK) in
get keys(=P, pkP) in

if (SAil, KEr, Nr, Ni) = checksign(sAUTHr, pkP) then
out(c, Suc);

if P = hostP then

out(c, encrypt(secretS, SK));

event endServer (P, S, SK);

event end()




let keyRegistration =
in(c, (h: host, k: pkey));
if h <> hostP && h <> hostS then

insert keys(h, k).

process
new skS: skey;
let pkS = pk(skS) in
insert keys(hostS, pkS);
new skP: skey;
let pkP = pk(skP) in

insert keys(hostP, pkP);

(
(I'procServer (hostS, skS)) |
(IprocPeer (hostP, skP)) |
(keyRegistration)

)
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(x (1) %)
query p: host, s: host, k: key;

inj—event (endServer (p, s, k)) ==> inj—event (beginPeer (p, s, k))
(x (2) *)

query p: host, s: host, k: key;

inj—event (endPeer (p, s, k)) ==> inj—event (beginServer (s, k)).




(1) m—/v S(server) B —/ L P(peer) #1IE L FIETH Z &, 7725, 2—/ b S(server)

WEITEET LI E  FU AT A—=FEHWTHETE%E T Liza—/L P(peer) BIFET D,
(2) m—/L P(peer) 31 —/)b S(server) ZIE L FBIETHZ &, T74bbH, m—/L P(peer)

MWETETZT LI EE RUANT A= 2 HWTHETEZET Liza— L S(server) B{FET
Do

72770, @QIZBWTe— A SPAa— P ZHTFL L TEELTWAD I EETIFERLA
W, TNEERT A TN SOOI A 7Y g o {IDr) SK 2 KT 5 &
INCTDHEND D,

3. ProVerif IZ &k 2 EEfli#E R
3.1. HA

HRMILE DI Y LD (true) EWIOFERIBIH TSN,
3.2. HEDFEHR

WIS NIRRTz,

4. i1t
4.1. At
VAC & RSN 5 DA% V5728, D FE F Dolev-Yao E7 /L LTtk L7z,
4.2, B4
FrliZ72 L,
4.3. BREEY— /L L DEKE
7'a b a kA R T DI 2o T, Diffie-Hellman $EZHADFERIC ProVerif D&
MOMREZEA L7, WBRETT NV, ¥X 2 )7 4 BEE2RBRT 512572 o TIERCH
[Bid7Ze o7z,
4. 4. BELY—)ViEABOMERE
RRRERFIE 0. 1 PR Ch o7, ETREIILLTO LB,
Intel Core i7 L620 2. 00HGz
Windows7 = VirtualBox {48~ 3 > [ Ubuntu Linux 12.04.1 LTS
A% Y 512MB

R

ProVerif 1.86pl3



5. fF&
AXLEDT, BBE K5 REKREFLZAVCZERBEEREHEFRCETE
AEERBROFER HRBEE »O05HTHD,



