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Extensible Authentication Protocol Method for 3rd Generation Authentication
and Key Agreement
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usertype String;
const Success: String;
/* key generation function */
hashfunction f1;
hashfunction f2;
hashfunction f5;
/%
Instead of declaration that XOR is invertible,
a set of functions (+, —-) is used
*/
const Add: Function;
const Sub: Function;
inversekeys (Add, Sub);
protocol EAP-AKA(A, P)
{
role A
{
//variables
fresh RAND: Nonce;
fresh SQN: Nonce;

//sequence




send_!0(A, A, SQN); // with packet 0, Weakagree is not satisfied
send_1(A, P, A); //with packets 1-2, Nisynch is not satisfied
recv_2(P, A, P);
send_3(A, P, RAND, Add(SQN, f5(k(A,P), RAND)), f1(k(A,P), SQN,
RAND) ) ;
recv_4(P, A, f2(k(A,P), RAND));
send_5(A, P, Success);
}
role P
{
//variables
var RAND: Nonce;
var SQN: Nonce;

//sequence

recv_1(A, P, A);

send_2(P, A, P);

recv_3(A, P, RAND, Add(SQN, f5(k(A,P), RAND)), f1(k(A, P), SQN,
RAND) ) ;

claim_pO(P, Running, A, RAND, SQN);

send_4(P, A, f2(k(A,P), RAND));

recv_5(A, P, Success);

}

}
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claim_a0 (A, Running, P, RAND, SQN);
claim_al (A, Secret, k(A,P));
claim_a2 (A, Weakagree);

claim_a3 (A, Niagree);

claim_a4 (A, Nisynch);

claim_ab(A, Commit, P, RAND, SQN);
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claim_pl (P, Secret, k(A,P));
claim_p2 (P, Weakagree);

claim _p3 (P, Niagree);

claim_p4 (P, Nisynch);

claim p5(P, Commit, A, RAND, SQN);
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claim id [EAP-AKA, al], Secret(k(A,P)) : No attacks.
claim id [EAP-AKA, a2], Weakagree : No attacks.

claim id [EAP-AKA, a3], Niagree : No attacks.

claim id [EAP-AKA, a4], Nisynch : At least 1 attack.
claim id [EAP-AKA, a5], Commit (P, RAND, SQN)  : No attacks.
claim id [EAP-AKA, pl], Secret(k(A,P)) : No attacks.
claim id [EAP-AKA, p2], Weakagree : No attacks.

claim id [EAP-AKA, p3], Niagree : At least 2 attacks.
claim id [EAP-AKA, p4], Nisynch : At least 2 attacks.
claim id [EAP-AKA, p5], Commit (A, RAND, SQN)  : No attacks.
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Run #2
Bob in role A

Initial intruder knowledge A -> Bob
P-> Alice

Fresh RAND#2, SQN#2
A 4
send_'0 to Bob
SQNi#2
Run #1
v Alicein role P
send_1to Alice A -> Bob
Bob P-> Alice
Var SQN -> SQN#2
Var RAND -> RAND#2
A 4 A 4
recv_2 from Alice recv_1from Bob
Alice Bob
l A A
send_3 to Alice send_2 to Bob
(RAND#2,Add(SQN#2,f5(k(Bob,Alice), RAND#2)),f1(k(Bob,Alice),SQN#2,RAND#2)) Alice
recv_3 from Bob

(RAND#2, Add(SQN#2,{5(k(Bob, Alice),R AND#2)),f1(k(Bob, Alice),SQN#2,R AND#2))

A 4
send_4 to Bob
f2(k(Bob,Alice),RAND#2)

recv_5 from Bob
Success
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[1d 3] Protocol EAP-AKA, role P, claim type Niagree, cost 35
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