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free c¢: channel.

type key.
type nonce.

type host.

fun nonce_to_bitstring(nonce): bitstring [data, typeConverter].

fun bitstring_to_key(bitstring): key [data, typeConverter]

(k Definitions of hash function and mac
To allow more attacks, we assume all hash functions to be same
and all macs to be same.

*)

fun h(bitstring): bitstring.




fun hmac (key, bitstring): bitstring.

reduc forall x: bitstring; SHA1(x) = h(x).

reduc forall x: bitstring; FIPS_PRF(x) = bitstring to_key(h(x))

reduc forall k: key, x: bitstring; HMAC_SHA1l(k, x) = hmac(k, x)

reduc forall k: key,

reduc forall k: key,

reduc forall k: key,

reduc forall k: key,

reduc forall k: key,

(* encryption *)

r: nonce; f1(k, r) = hmac (k,
r: nonce; £2(k, r) = hmac (k,
r: nonce; £3(k, r) = hmac (k,
r: nonce; f4(k, r) = hmac (k,
r: nonce; £f5(k, r) = hmac (k,

fun encrypt (bitstring, key): bitstring.

nonce_to_bitstring(r))
nonce_to_bitstring (r)).
nonce_to_bitstring (r)).
nonce_to_bitstring (r)).

nonce_to_bitstring (r)).

reduc forall x: bitstring, k: key; decrypt(encrypt(x, k), k) = x.

(x table %)

table keys(host, host, key).

(x

fun
fun
fun
fun
fun
fun
fun
fun

*)

SHA1 (bitstring): bitstring.

FIPS_PRF (bitstring) : key.

HMAC_SHA1 (key,

f1 (key,
£2 (key,
£3 (key,
4 (key,
£5 (key,

nonce) :
nonce) :
nonce) :
nonce) :

nonce) :

bitstring): bitstring
bitstring.
bitstring.
bitstring.
bitstring.

bitstring.

const Reqld: bitstring [data]

const Resld: bitstring [data]

const Success: bitstring [data]




free hostA, hostP: host

(*x events *)
event endAuthenticator (host, host, nonce, key).

event beginPeer (host, host, nonce, key)

free secretAuthenticator, secretPeer: bitstring [private]

(kqueries%)
query attacker (secretAuthenticator);

attacker (secretPeer).

query p: host, a: host, r: nonce, k: key;
inj—event (endAuthenticator(p, a, r, k)) ==

inj—event (beginPeer(p, a, r, k)).

let procAuthenticator(a: host) =
out (c, Reqld);
in(c, (=Resld, p: host));
get keys(=p, =hostA, k) in
new at_rand: nonce;
let ck = f3(k, at_rand) in
let ik = f4(k, at_rand) in
let ak = f5(k, at_rand) in
let at_autn = fl1(k, at_rand) in
let mk = SHA1((p, ik, ck)) in
let k_aut = FIPS_PRF(mk) in
let at_mac = HMAC_SHA1(k_aut, (at_rand, at_autn)) in
out(c, (at_rand, at_autn, at_mac)):;
in(e, (at_res: bitstring, at_mac2: bitstring)):
if at_mac2 = HMAC_SHAIL (k_aut, at_res) &&

at_res = f2(k, at_rand) then




out (¢, Success);

if p = hostP then
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if at_autn <> at_res then
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out (c, encrypt(secretAuthenticator, k_aut));

event endAuthenticator(p, a, at_rand, k_aut)

let procPeer(p: host) =
in(e, a: host);
get keys(=p, =a, k) in
(sok)
in(c, =Reqld);
out (¢, (Resld, p));
in(e, (at_rand: nonce, at_autn: bitstring, at_mac: bitstring));

let ck = f3(k, at_rand) in

let ik = f4(k, at_rand) in
let ak = f5(k, at_rand) in
let mk = SHA1((p, ik, ck)) in

let k_aut = FIPS_PRF(mk) in
if at_mac = HMAC_SHA1 (k_aut, (at_rand, at_autn)) &&
f1(k, at_rand) then

at_autn

let at_res = f2(k, at_rand) in

let at_mac2 = HMAC_SHA1(k_aut, at_res) in
event beginPeer(p, a, at_rand, k_aut);
out(c, (at_res, at_mac2));

in(c, =Success);
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if at_autn <> at_res then
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if a = hostA then

out(c, encrypt(secretPeer, k_aut)).

let keyRegistration =
in(c, (hl: host, h2: host, k: key));
if (hl, h2) <> (hostP, hostA) then
insert keys(hl, h2, k).

process
new Kpa: key;
insert keys(hostP, hostA, Kpa);
((IprocPeer (hostP)) |
(!procAuthenticator (hostA)) |

(lkeyRegistration))
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(e (1) %)

query p: host, a: host, r: nonce, k: key;
inj—event (endAuthenticator(p, a, r, k)) ==
inj—event (beginPeer(p, a, r, k)).

(e (2) *)

query attacker (secretAuthenticator) ;

attacker (secretPeer).
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RESULT inj—event (endAuthenticator (p_30,a 31, r 32,k _33)) ==
inj—event (beginPeer (p_30,a_31,r_32,k _33)) is false

RESULT (even event(endAuthenticator (p_638, a_639, r_640,k 641)) ==
event (beginPeer (p_638, a_639, r_640, k_641)) is false.)

RESULT not attacker (secretAuthenticator[]) is false

RESULT not attacker(secretPeer[]) is false
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