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usertype Time;

usertype String;

usertype SessionKey;

const hash: Function;

protocol Kerberos—ticket—caching(C, A, G, S)

{

role C

fresh N2: Nonce;
fresh N1: Nonce;
fresh U: String;
fresh T2: Time;
fresh T1: Time;

var Tstart2: Time;
var Tstartl: Time;
var Texpire2: Time;

var Texpirel: Time;




N1}k (C, A)));

N2}Keg)) ;

role A

role G

var Tcg: Ticket;
var Tes: Ticket;
var Kcg, Kcs: SessionKey;
send_1(C, A, (U, G, NI));

recv_2(A, C, (C, Teg, {G, Kcg, Tstartl, Texpirel,

send_3(C, G, (S, N2, Teg, {C, T1}Kcg));
recv_4(G, C, (U, Tes, {S, Kcs, Tstart2, Texpire2,

send_5(C, S, (Tes, {C, T2}Kes));
recv_6(S, C, {T2}Kcs);

fresh Tstartl: Time;
fresh Texpirel: Time;
fresh Kecg: SessionKey;
var N1: Nonce;

var U: String;

recv_1(C, A, (U, G, N1));

send_2(A, C,
(C,
{U, C, G, Kcg, Tstartl, Texpirel}lk(A, G),
{G, Kcg, Tstartl, Texpirel, N1}k(C, A)));

fresh Tstart2: Time;
fresh Texpire2: Time;
fresh Kes: SessionKey;

var N2: Nonce;




role S

{C, T2}Kcs));

var U: String;

var Tstartl: Time;
var Texpirel: Time;
var Tl: Time;

var Kcg: SessionKey;

recv_3(C, G,
(S, N2,
{U, C, G, Kcg, Tstartl, Texpirel}k(4,
{C, T1}Kcg));

send_4 (G, C,
(U,
{U, C, S, Kes, Tstart2, Texpire2}k (G,
{S, Kcs, Tstart2, Texpire2, N2}Kcg)):;

var U: String;
var Tstart2: Time;
var Texpire2: Time;
var T2: Time;

var Kecs: SessionKey;

recv_5(C, S,
({U, C, S, Kes, Tstart2, Texpire2}k(G,

send_6(S, C, {T2}Kes):;
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claim_C1(C, Secret, Kcg);
claim_C2(C, Secret, Kcs);
claim_C3(C, Alive);

claim_C4(C, Weakagree);

/) A=V ADEBX2 VT 0 SN T 4
claim_A2 (A, Alive);

claim_A3 (A, Weakagree);

[/ A= GCDOEX2 VT 0 SR T ¢
claim_G1(G, Secret, Kecg);

claim _G2(G, Alive);

claim_G3 (G, Weakagree);

/] m—=vSDEF 2T 4 ST g
claim_S1(S, Secret, Kes);

claim _S2(S, Alive);

claim_S3(S, Weakagree);
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claim id [Kerberos—ticket—caching, C1], Secret (Kcg) : No attacks
within bounds
claim id [Kerberos—ticket—caching, C2], Secret (Kcs) : No attacks

within bounds

claim id [Kerberos—ticket—caching, C3], Alive : No attacks within
bounds.
claim id [Kerberos—ticket—caching, C4], Weakagree : At least 1
attack.

claim id [Kerberos—ticket—caching, A2], Alive : Exactly 1 attack.

claim id [Kerberos—ticket—caching, A3], Weakagree : Exactly 1




attack.

claim id
attacks.
claim id
claim id
attacks.
claim id
attacks.
claim id

claim id

attacks.

[Kerberos—ticket—caching, G1],

[Kerberos—ticket—caching, G2],

[Kerberos—ticket—caching, G3],

[Kerberos—ticket—caching, S1],

[Kerberos—ticket—caching, S2],

[Kerberos—ticket—caching, S3],

Secret (Kcg) : At least 12
Alive : At least 12 attacks.

Weakagree At least 12
Secret (Kcs) : At least 12

Alive : At least 12 attacks.

Weakagree At least 12
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Run #2
Alice in role G

C -> Dave

A -> Eve

G -> Alice

S-> Bob

Fresh Tstart2#2, Texpire2#2, Kcs#2
Var Keg -> SessionKeylntruderl
Var T1 -> Timelntruderd

Var Texpirel -> Timelntruder3
Var Tstartl -> Timelntruder2
Var U -> Stringintruderl

Var N2 -> Noncelntruderl

|

‘ recv_3 from Dave

(Bob,Noncelntruderl,{ StringIntruderl, Dave Alice, SessionKeylntruderl, Timelntruder2, Timelntruder3 }kiEve,Alice),{ Dave,Ti 4} uderl)
send_4 to Dave
(StringIntruderl,{ StringIntruderl, Dave,Bob,Kcs#2, Tstart2# 2, Texpire2#2 Yk(Alice,Bob),{ Bob,Kes#2, Tstart2#2, Texpire2#2 uderl }Sessi uderl)

Run #1

Bob in role S

C -> Dave

G -> Alice

S -> Bob

Var Kcs -> Kes#2

Var T2 -> Timelntruderl

Var Texpire2 -> Texpire2#2
Var Tstart2 -> Tstart2#2
War U -> StringIntruderl

|

recv_5 from Dave
({ Stringintruderl,Dave,Bob, Kcs# 2, Tstart2# 2, Texpire2#2 }k(Alice,Bob),{ Dave, Timelntruderl }Kes#2)

send_6 to Dave
{ Timelntruderl }Kes#2

[Id 51] Protacol Kerberos-ticket-caching, role 5, claim type Secret, cost 58
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— CPU : AMD Phenom X4 9750B (2. 4GHz)
- AEVU :1.7GB

- MREERFH : 6 5
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