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// data type

usertype String;

usertype SecurityParameterIndex;

usertype SecurityAssociation; //security association
cryptographic algorithms)

usertype TrafficSelector;

// constants (or easily expectable variables)

const SPIi, SPIr: SecurityParameterIndex;

const SAil, SAi2, SArl, SAr2: SecurityAssociation;
const TSi, TSr: TrafficSelector;

// (cryptographic) functions

hashfunction mac, prf, prfplus;

const DHgl, DHg2: Function; //finite field exponentital
const EncKey, MacKey, PrfKey: String;

//for pre—shared key based version

macro SharedSecret = k(I,R);

const KeyPad4IKEv2: String;

macro Kaut = prf(SharedSecret, KeyPad4IKEv2) ;

// packet specification

// message 1:

(supported




macro KEi = DHgl (Ki) ;

macro ikev2-1-header = (SPI1i);//corresponding to HDR. version numbers and
flags are omitted

//send: T->R

macro ikev2-1-payload-1 = (SAil, KEi, Ni);

macro ikev2-1-1 = (ikev2-1-header, ikev2-1-payload-I);
//recv: T->R

macro ikev2-1-payload-R = (SAil, Gi, Ni);

macro ikev2-1-R = (ikev2-1-header, ikev2-1-payload-R);
//For executable

//send: T->R

macro ikev2-1-Ix = ikev2-1-1;

//recv: T->R

macro ikev2-1-payload-Rx = (SAil, DHgl(Ki), Ni);

macro ikev2-1-Rx = (ikev2-1-header, ikev2-1-payload-Rx);

// message 2:
macro KEr = DHgl (Kr) ;

macro ikev2-2-header = (SPIi, SPIr); //no information on HDR found.
//recv: R—>1

macro ikev2-2-payload-I = (SArl, Gr, Nr);

macro ikev2-2-1 = (ikev2-2-header, ikev2-2-payload-I);

//send: R—>1

macro ikev2-2-payload-R = (SArl, KEr, Nr);

macro ikev2-2-R = (ikev2-2-header, ikev2-2-payload-R);

//For executable

//recv: R—>1

macro ikev2-2-payload—-Ix = (SArl, DHgl (Kr), Nr);

macro ikev2-2-Ix = (ikev2-2-header, ikev2-2-payload-Ix);

//send: R—>1

macro ikev2-2-Rx = ikev2-2-R;

// key derivation from here ————————-

macro SKEYSEEDi = prf(Ni, Nr, DHg2(Gr, Ki));
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// message 3:

macro IDi I,

macro ikev2-3-header = (SPIi, SPIr); //no information on HDR found.

//send I->R




macro ikev2-3-AUTH-I = prf (Kaut, ikev2-1-I, Nr, prf(SKpi-I, IDi));
macro ikev2-3-payload—-1 = (IDi, ikev2-3-AUTH-I, SAi2, TSi, TSr);

macro ikev2-3-ae—1 = ({ikev2-3-payload—1}SKei-I, mac (ikev2-3-payload-I,
SKai-1));

macro ikev2-3-1 = (ikev2-3-header, ikev2-3-ae-I);//send

//recv I->R

macro ikev2-3—-AUTH-R = prf (Kaut, ikev2-1-R, Nr, prf(SKpi-R, IDi));
macro ikev2-3-payload—-R = (IDi, ikev2-3-AUTH-R, SAi2, TSi, TSr);

macro ikev2-3-ae-R = ({ikev2-3-payload-R}SKei-R, mac (ikev2-3-payload-R,
SKai-R));//recv

macro ikev2-3-R = (ikev2-3-header, ikev2-3-ae-R);//recv

//For executable

//send T->R

macro ikev2-3-AUTH-Ix = prf(Kaut, ikev2-1-Ix, Nr, prf(SKpi-Ix, IDi));
macro ikev2-3-payload-Ix = (IDi, ikev2-3-AUTH-Ix, SAi2, TSi, TSr);
macro ikev2-3—ae-Ix = ({ikev2-3-payload—-Ix}SKei-Ix,
mac (ikev2-3-payload-Ix, SKai-Ix));

macro ikev2-3-Ix = (ikev2-3-header, ikev2-3-ae-Ix);//send

//recv 1->R

macro ikev2-3-AUTH-Rx = prf(Kaut, ikev2-1-Rx, Nr, prf(SKpi-Rx, IDi));
macro ikev2-3-payload-Rx = (IDi, ikev2-3-AUTH-Rx, SAi2, TSi, TSr);
macro ikev2—-3—ae—Rx = ({ikev2-3-payload—-Rx} SKei—Rx,
mac (ikev2-3-payload-Rx, SKai-Rx));//recv

macro ikev2-3-Rx = (ikev2-3-header, ikev2-3-ae—Rx);//recv

// message 4:
macro IDr = R;

macro ikev2-4-header = (SPIi, SPIr); //no information on HDR found.
//recv R—>1

macro ikev2-4-AUTH-I = prf (Kaut, ikev2-2-1, Ni, prf(SKpr-I, IDr));
macro ikev2-4-payload—-1 = (IDr, ikev2-4-AUTH-I, SAr2, TSi, TSr);

macro ikev2-4-ae—1 = ({ikev2-4-payload—1}SKer—I, mac (ikev2-4-payload-I,
SKar-1)) ;




macro ikev2-4-1 = (ikev2-4-header, ikev2-4-ae—I);
//send R—>1
macro ikev2-4-AUTH-R = prf (Kaut, ikev2-2-R, Ni, prf (SKpr—-R, IDr));
macro ikev2-4-payload—-R = (IDr, ikev2-4-AUTH-R, SAr2, TSi, TSr);
macro ikev2-4-ae-R = ({ikev2-4-payload-R}SKer-R, mac (ikev2-4-payload-R,
SKar-R)) ;
macro ikev2-4-R = (ikev2-4-header, ikev2-4-ae-R);
//For executable
//recv R—>1
macro ikev2-4-AUTH-Ix = prf(Kaut, ikev2-2-Ix, Ni, prf(SKpr-Ix, IDr));
macro ikev2-4-payload—-Ix = (IDr, ikev2-4-AUTH-Ix, SAr2, TSi, TSr);
macro ikev2-4-ae-Ix = ({ikev2-4-payload—-Ix}SKer—1Ix,
mac (ikev2-4-payload-Ix, SKar-Ix));
macro ikev2-4-Ix = (ikev2-4-header, ikev2-4-ae—Ix);
//send R—>1
macro ikev2-4-AUTH-Rx = prf(Kaut, ikev2-2-Rx, Ni, prf(SKpr—-Rx, IDr));
macro ikev2-4-payload-Rx = (IDr, ikev2-4-AUTH-Rx, SAr2, TSi, TSr);
macro ikev2-4—ae—Rx = ({ikev2-4-payload—-Rx} SKer—Rx,
mac (ikev2-4-payload-Rx, SKar—-Rx));
macro ikev2-4-Rx = (ikev2-4-header, ikev2-4-ae—Rx);
// helper protocols
protocol @oracles (DH-naked)
{

// (g %)y > (g7y) x

role DH-naked

{

var x, y:.: Ticket;

recv_!dhl (DH-naked, DH-naked, DHg2 (DHgl (x),v));
send_!dh2 (DH-naked, DH-naked, DHg2 (DHgl (y), x)) ;




protocol @executable (MSG3, MSG4)
{
// message 3
role MSG3
{
var Ki, Kr, Ni, Nr: Nonce;

var I, R: Agent;

recv_!msg31 (MSG3, MSG3, ikev2-3-1x);
send_!msg32 (MSG3, MSG3, ikev2-3-Rx) ;
}
// message 4
role MSG4
{
var Ki, Kr, Ni, Nr: Nonce;

var I, R: Agent;

recv_!msg4l (MSG4, MSG4, ikev2-4-Rx);
send_!msg42 (MSG4, MSG4, ikev2-4-1Ix);

}
protocol IKEv2-mac (I, R)
{
// Peer (Initiator)
role I
{
// variables
fresh Ki, Ni: Nonce;
var Nr: Nonce;
var Gr: Ticket; //g Kr
// sequence

send_1(I,R, ikev2-1-1);




recv_2(R, I, ikev2-2-1);
claim(I, Running, R, Ni, Nr);
claim(I, Running, R, KEi, Gr);
send_!3(I,R, ikev2-3-1);
recv_ 4R, I, ikev2-4-1);

// Server (Responder)
role R
{
// variables
fresh Kr, Nr: Nonce;
var Ni: Nonce;
var Gi: Ticket; //g Ki
// sequence
recv_1(I,R, ikev2-1-R);
send_2(R, I, ikev2-2-R);

recv_!3(I,R, ikev2-3-R);
claim(R, Running, I, Ni, Nr);
claim(R, Running, I, Gi, KEr);
send_!4(R, I, ikev2-4-R);
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claim(I, SKR, SKai-T);

claim(I, SKR, SKei-T);

claim(I, SKR, SKpi-I);

claim(I, SKR, Kaut);

claim(I, Alive);

claim(I, Weakagree);

claim(I, Commit, R, Ni, Nr);
claim(I, Commit, R, KEi, Gr);

// A=V RDEF2UT 4 T 0T 4
claim(R, SKR, SKai-R);

claim(R, SKR, SKei-R);

claim(R, SKR, SKpi-R);

claim(R, SKR, Kaut);

claim(R, Alive);

claim(R, Weakagree);

claim(R, Commit, I, Ni, Nr);

claim(R, Commit, I, Gi, KEr);
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claim IKEv2-mac, I SKR_1I3
prfplus (prf (Ni, Nr, DHg2 (Gr, Ki) ), MacKey, I, R, SP11, SPIr) Ok [ho
attack within bounds]
claim IKEv2-mac, I SKR_14
prfplus (prf (Ni, Nr, DHg2 (Gr, Ki) ), EncKey, I, R, SP11, SPIr) Ok [ho
attack within bounds]

claim IKEv2-mac, I SKR_I5

prfplus (prf (Ni, Nr, DHg2 (Gr, Ki) ), PrfKey, I, R, SPIi, SPIr) Ok [no




attack within bounds]

claim TKEv2-mac, 1 SKR_16 prf(k(I, R), KeyPad4IKEv2) 0k
[no attack within bounds]

claim TKEv2-mac, T Alive 17 - 0k [no attack
within bounds]

claim IKEv2-mac, I Weakagree_1I8 - Ok [no attack
within bounds]

claim  IKEv2-mac, I Commit_T9 (R,Ni, Nr) 0Ok [no
attack within bounds]

claim TKEv2-mac, 1 Commit_ 110 (R, DHgl (Ki), Gr) Ok [no
attack within bounds]

claim IKEv2-mac, R SKR_R3
prfplus (prf (Ni, Nr, DHg2 (Gi, Kr) ), MacKey, I, R, SPIi, SPIr) Ok [ho
attack within bounds]

claim IKEv2-mac, R SKR_R4
prfplus (prf (Ni, Nr, DHg2 (Gi, Kr) ), EncKey, I, R, SPI11i, SPIr) Ok [no
attack within bounds]

claim IKEv2-mac, R SKR_RbH
prfplus (prf (Ni, Nr, DHg2 (Gi, Kr) ), PrfKey, I, R, SPI1i, SPIr) Ok [no
attack within bounds]

claim IKEv2-mac, R SKR_R6  prf(k(I,R), KeyPad4IKEv2) Ok
[no attack within bounds]

claim IKEv2-mac, R Alive_ R7 - Ok [no attack
within bounds]

claim IKEv2-mac, R Weakagree_R8 - Ok [no attack
within bounds]

claim  IKEv2-mac, R Commit_R9 (I,Ni, Nr) 0k [no
attack within bounds]

claim TKEv2-mac, R Commit_R10 (I, Gi, DHgl (Kr)) Ok [no

attack within bounds]
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