g5 70 Fa)LEHERER
MSTATEHEN 16 o S b Tesns

1.78 b3aL% : EAP-TKEvV2

2. BAEY HIRE

IETF : RFC5106 (http://www. ietf. org/rfc/rfc5106. txt)
3.EAL=Y—IL : Scyther

4. FHEDBEE : Scyther 2 X HFHETIE, KBTI SR o7z,
5. Scyther (2 & 2 5Tl

5.1. o—4 VAR5t

[1117777770777777777777777777777777777777777777777777777777777777
/% constants (or easily expectable variables) %/

usertype String;

usertype Number;

usertype SecurityAssociation;

usertype SecurityParameterIndex;

//Code field constants in EAP

const EAP-Request, EAP-Response, EAP—Success, EAP-Failure;

//Type field constants in EAP

const Identity, Notification, Nak: String;

//IKEv2 constants

const ZERO, ONE: Number;

const SAi, SAr: SecurityAssociation;

const SPIi, SPIr: SecurityParameterIndex;
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/* (cryptographic) functions %/

hashfunction prf, mac, prfplus;

const KeyPad4EAPIKEv2: String;

macro Kaut = prf(k(I,R), KeyPad4EAPIKEv2); //pre-shared key version
const DHgl, DHg2: Function; //finite field exponentials

const MacKey, EncKey, PrfKey;
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/* messages */

// message 1:1->R
//EAP-Request/Identity

macro eap0l = (EAP-Request, Identity):;

// message 2:R->1
//EAP-Response/Identity

macro eap02 = (EAP-Response, Identity, R);

// message 3:1->R
//EAP-Req (HDR, SAi, KEi, Ni)
macro ikeO3hdr = (SPIi, ZERO);
macro KEi = DHgl (Xi) ;

//send

macro ike03pl-I = (SAi, KEi, Ni);

macro eap03-1 (EAP-Request, ike03hdr, ike03pl-I);
//recv

macro ike03pl-R = (SAi, Gi, Ni);

macro eap03-R = (EAP-Request, ikeO3hdr, ike03pl-R);
//For executable

//send

macro ike03pl—-Ix = ike03pl-T;

macro eap03—-Ix = (EAP-Request, ike03hdr, ike03pl-Ix);
//recv

macro ike03pl-Rx = ike03pl-I;

macro eap03-Rx = (EAP-Request, ike03hdr, ike03pl-Rx);

// message 4:R—>1
//EAP-Res (HDR, SAr, KEr, Nr)

macro ikeO4hdr = (SPIi, SPIr);

macro KEr = DHgl (Xr) ;

//recv

macro ike0O4pl-1 = (SAr, Gr, Nr);

macro eap04-1 = (EAP-Response, ikeO4hdr, ike04pl-I1);




//send

macro ikeO4pl-R = (SAr, KEr, Nr);

macro eap04-R = (EAP-Response, ikeO4hdr, ikeO4pl-R);
//For executable

//recv

macro ikeO4pl-Ix = ike04pl-R;

macro eap04-Ix = (EAP-Response, ikeO4hdr, ike0O4pl-Ix);
//send

macro ike04pl-Rx = ike04pl-R;

macro eap04-Rx = (EAP-Response, ikeO4hdr, ike0O4pl-Rx);

// key derivation

macro SKEYSEEDi = prf(Ni, Nr, DHg2(Gr, Xi));

macro SKai-1 = prfplus(SKEYSEEDi, MacKey, I, R, SPIi, SPIr);
macro SKar-1 = prfplus (SKEYSEEDi, MacKey, R, I, SPIi, SPIr);
macro SKei-I = prfplus (SKEYSEEDi, EncKey, I, R, SPIi, SPIr);
macro SKer-I = prfplus (SKEYSEEDi, EncKey, R, I, SPIi, SPIr);
macro SKpi-I = prfplus(SKEYSEEDi, PrfKey, I, R, SPIi, SPIr);
macro SKpr-1 = prfplus(SKEYSEEDi, PrfKey, R, I, SPIi, SPIr);
macro SKEYSEEDr = prf(Ni, Nr, DHg2(Gi, Xr));

macro SKai-R = prfplus (SKEYSEEDr, MacKey, I, R, SPIi, SPIr);
macro SKar-R = prfplus (SKEYSEEDr, MacKey, R, I, SPIi, SPIr);
macro SKei-R = prfplus (SKEYSEEDr, EncKey, I, R, SPIi, SPIr);
macro SKer-R = prfplus (SKEYSEEDr, EncKey, R, I, SPIi, SPIr);
macro SKpi-R = prfplus(SKEYSEEDr, PrfKey, I, R, SPIi, SPIr);
macro SKpr-R = prfplus(SKEYSEEDr, PrfKey, R, I, SPIi, SPIr);
//For executable

macro SKEYSEEDix = prf (Ni, Nr, DHg2(DHgl (Xr), Xi));

macro SKai-Ix = prfplus(SKEYSEEDix, MacKey, I, R, SPIi, SPIr);
macro SKar—-Ix = prfplus(SKEYSEEDix, MacKey, R, I, SPIi, SPIr);
macro SKei—-Ix = prfplus(SKEYSEEDix, EncKey, I, R, SPIi, SPIr);
macro SKer—-Ix = prfplus(SKEYSEEDix, EncKey, R, I, SPIi, SPIr);
macro SKpi-Ix = prfplus(SKEYSEEDix, PrfKey, I, R, SPIi, SPIr);




macro SKpr-Tx = prfplus (SKEYSEEDix, PrfKey, R, I, SPTi, SPIr);
macro SKEYSEEDrx = prf(Ni, Nr, DHg2(DHgl(Xi), Xr));

macro SKai-Rx = prfplus(SKEYSEEDrx, MacKey, I, R, SPIi, SPIr);
macro SKar-Rx = prfplus(SKEYSEEDrx, MacKey, R, I, SPIi, SPIr);
macro SKei-Rx = prfplus(SKEYSEEDrx, EncKey, I, R, SPIi, SPIr);
macro SKer-Rx = prfplus(SKEYSEEDrx, EncKey, R, I, SPIi, SPIr);

macro SKpi—-Rx = prfplus (SKEYSEEDrx, PrfKey, I, R, SPIi, SPIr);

prfplus (SKEYSEEDrx, PrfKey, R, I, SPIi, SPIr);
// message 5:I->R

macro SKpr—-Rx

//EAP-Req (HDR, SK{IDi, [CERT], [CERTREQ], [NFIDJ], AUTH})

macro ikeO5hdr = (SPIi, SPIr);

macro IDi = I;

//send

macro ikeObauth-1 = prf(Kaut, eap03-1, Nr, prf(SKpi-I, IDi));

macro ikeObae—I = ({IDi, ikeObauth—I}SKei-I, mac(IDi, ikeObauth-I,
SKai-1));

macro eap05-1 = (EAP-Request, ikeObhdr, ike05ae-1);

//recv

macro ikeObauth-R = prf(Kaut, eap03-R, Nr, prf(SKpi-R, IDi));

macro ikeObae—-R = ({IDi, ikeObauth—R}SKei-R, mac(IDi, ikeO5auth-R,
SKai-R)) ;

macro eap05-R = (EAP-Request, ikeO5hdr, ikeO5ae-R);

//For executable

//send

macro ikeObauth-Ix = prf (Kaut, eap03-Ix, Nr, prf(SKpi-Ix, IDi));
macro ike0bae—Ix = ({IDi, ikeObauth-Ix}SKei-Ix, mac(IDi, ikeObauth-Ix,
SKai-Ix));

macro eap05-Ix = (EAP-Request, ikeObhdr, ike0Obae-Ix);

//recv

macro ikeObauth-Rx = prf(Kaut, eap03-Rx, Nr, prf(SKpi-Rx, IDi));
macro ikeObae—Rx = ({IDi, ikeObauth—Rx}SKei-Rx, mac (IDi, ike0O5auth-Rx,
SKai-Rx)) ;




macro eap05-Rx = (EAP-Request, ikeObhdr, ike0bae-Rx);

// message 6:R—>1
//EAP-Res (HDR, SK{IDr, [CERT], AUTH})

macro ike0O6hdr = (SPIi, SPIr);

macro [Dr = R;

//recvy

macro ikeO6auth—1 = prf (Kaut, eap04-1, Ni, prf(SKpr—I, IDr));

macro ike06ae—I = ({IDr, ikeO6auth—I}SKer—I, mac (IDr, ikeO6auth-I,
SKar-1)) ;

macro eap06-1 = (EAP-Response, ike0O6hdr, ike06ae-1);

//send

macro ikeO6auth-R = prf (Kaut, eap04-R, Ni, prf(SKpr—R, IDr));

macro ike06ae—R = ({IDr, ikeO6auth—R}SKer—R, mac (IDr, ikeO6auth-R,
SKar-R)) ;

macro eap06-R = (EAP-Response, ike06hdr, ike06ae-R);

//For executable

//recv

macro ikeO6auth-Ix = prf (Kaut, eap04-Ix, Ni, prf(SKpr-Ix, IDr));
macro ike06ae—Ix = ({IDr, ikeO6auth—Ix}SKer—Ix, mac (IDr, ikeO6auth—Ix,
SKar-1x)) ;

macro eap06-Ix = (EAP-Response, ike0O6hdr, ikeO6ae—Ix);

//send

macro ikeO6auth-Rx = prf (Kaut, eap04-Rx, Ni, prf(SKpr-Rx, IDr));
macro ike06ae—Rx = ({IDr, ikeO6auth—Ix}SKer—Rx, mac (IDr, ikeO6auth—Rx,
SKar—Rx)) ;

macro eap06-Rx = (EAP-Response, ikeO6hdr, ikeO6ae—Rx) ;

// message 7:1->R
//BAP-Success
macro eap07 = (EAP-Success);
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/* helper protocols */
/1100 T




protocol @oracles (DH-naked)

{
/****************************************************/
/) (gx)y > (g7y) x
role DH-naked

{

var x, y. Ticket;

recv_!dhl (DH-naked, DH-naked, DHg2 (DHgl(x),y)):
send_!dh2 (DH-naked, DH-naked, DHg2 (DHgl (y), x)) ;

}
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protocol @executable (MSG5, MSG6)

{

/****************************************************/
// message 5
role MSG5

var Xi, Xr, Ni, Nr: Nonce;

var I, R: Agent;

recv_!msghl (MSG5, MSG5, eap05-1Ix) ;
send_!msgb2 (MSG5, MSG5, eap05—Rx) ;

}
/****************************************************/
// message 6
role MSG6

{

var Xi, Xr, Ni, Nr: Nonce;

var I, R: Agent;




recv_lmsg61 (MSG6, MSG6, eap06-Rx) ;
send_!msg62 (MSG6, MSG6, eap06-1x) ;

}
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protocol EAP-IKEv2(I, R)

{

/Fsskekekskskelokskekskoskskekskekoksiokskekskokekskskskekoksketokskekskokskekoskskekskekekoskskokskokskok /

role 1

{
/% */

//variables
fresh Xi, Ni: Nonce;
var Xr, Nr: Nonce;

var Gr: Ticket;

/% */
//sequence

send_1( I,R, eap0l );

recv_2( R, I, eap02 );

//——— cryptographic protocol starts from here
send_3( I,R, eap03-1);

recv_4( R, I, eap04-1);

claim(I, Running, R, Ni, Nr, KEi, Gr);
send_!5( I,R, eap05-1 );

recv_!6( R, I, eap06-1 );

send_7( I,R, eap07 );

/Feksksrskokskekekskokokekekokskokskekekokskskokakokskskskokskekekskokskekekokokoskskekekskoskoskokkokok sk /

role R

{




/* */
//variables

var Xi, Ni: Nonce;

fresh Xr, Nr: Nonce;

var Gi: Ticket;

/% */
//sequence

recv_1( I,R, eap0l );

send_2( R, I, eap02 );

//—— cryptographic protocol starts from here
recv_3( I,R, eap03-R );

send_4( R, I, eap04-R );

recv_!5( I,R, eap05-R );

claim(R, Running, I, Ni, Nr, Gi, KEr);
send_!6( R, I, eap06-R );

recv_7( I,R, eap07 );
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claim(I, SKR, SKEYSEEDi);

claim(I, Weakagree);

claim(I, Commit, R, Ni, Nr, KEi, Gr);
// B—)VROEX2UT 47 a7 4

claim(R, SKR, SKEYSEEDr);




claim(R, Weakagree);

claim(R, Commit, I, Ni, Nr, Gi, KEr);

5. 4 HREEFER
OFHiY — /D7)

claim id [EAP-IKEv2, 12], SKR(prf (Ni, Nr,DHg2 (Gr,Xi))) : No attacks
within bounds

claim id [EAP-IKEv2, 13], Weakagree : No attacks within bounds.
claim id [EAP-IKEv2, 14], Commit (R, Ni, Nr,DHgl(Xi),Gr) : No attacks
within bounds

claim id [EAP-IKEv2, R2], SKR(prf (Ni, Nr,DHg2 (Gi,Xr))) : No attacks
within bounds

claim id [EAP-IKEvZ2, R3], Weakagree : No attacks within bounds.
claim id [EAP-IKEv2, R4], Commit (I, Ni, Nr, Gi, DHgl (Xr)) : No attacks

within bounds
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