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5.1. —4 VAR5t

usertype String;
usertype Time;
hashfunction hmac;
hashfunction SHA;
macro KEK = SHA (AK) ;
const choice: Function;
const CryptoSuites: Function;
macro Cert-SS = pk(SS);
macro AuthRequest = (Cert-SS, SS); //12.1.1.4.10
macro AuthReply = ({AK, PS}pk(SS), sqn, BS); //12.1.1.4.13
macro KeyRequest = (sqn, hmac(sqn, AK)); //12.1.1.4.11
macro KeyReply—payload = (sqn, IV, {TEK, IV}KEK);
macro KeyReply = (KeyReply—payload, hmac (KeyReply—payload, AK));
//12.1.1.4.15
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protocol PKMv1(SS, BS)
{
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role SS //peer




//

}
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// variables

// AK exchange

var AK: Nonce; //authentication key

var sqn: Nonce; //key sequence number

var PS: Nonce; //random number used in PKCS#1 v2.1

// TEK exchange
var TEK: Nonce; //traffic encryption key

var IV: Nonce; //IV for CBC—encryption mode

/************************************************/

// sequence

//—— 7.2.1: SS authorization and AK exchange ———
send_1(SS, BS, AuthInfo) ;

send_2(SS, BS, AuthRequest) ;

recv_3 (BS, SS, AuthReply);

//— 7.2.2: TEK exchange

send_4(SS, BS, KeyRequest) ;

recv_b(BS, SS, KeyReply);
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// security properties
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role BS //server

{

/************************************************/
// variables
// AK exchange

fresh AK: Nonce; //authentication key




fresh sqn: Nonce; //key sequence number

fresh PS: Nonce; //random number used in PKCS#1 v2.1

// TEK exchange
fresh TEK: Nonce; //traffic encryption key

fresh IV: Nonce; //IV for CBC-encryption mode

/************************************************/

// sequence

//—— 7.2.1: SS authorization and AK exchange ———
// recv_1(SS,BS, AuthlInfo);

recv_2(SS, BS, AuthRequest);

send_3 (BS, SS, AuthReply) ;

//—— 7.2.2: TEK exchange

recv_4(SS, BS, KeyRequest) ;

claim(BS, Running, SS, AK);

claim(BS, Running, SS, TEK);

send_5(BS, SS, KeyReply);
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// security properties
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claim  PKMv1, SS SKR_SS1 AK Fail [at least 2 attacks]
claim  PKMv1, SS SKR_SS2 TEK Fail [at least 1 attack]

claim  PKMvl, SS Alive_SS3 - Fail [at least 1
attack]

claim  PKMv1, BS SKR_BS3 AK 0k [no attack within bounds]
claim  PKMv1, BS SKR_BS4 TEK 0k [no attack within bounds]
claim  PKMvl, BS Alive_BS5H - Ok [no attack within
bounds]

claim  PKMvl, BS Weakagree_BS6 - Fail [at least 1
attack]

claim  PKMv1,BS Commi t_BS7 (SS,AK) Fail  [at least 1
attack]

claim  PKMv1,BS Commit_BS8 (SS, TEK) Fail  [at least
1 attack]
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Run #2

Bob in role SS
SS -> Bob

BS -= Charlie
Var PS -= PS#1
Var sqn -> gqnFl
Var AK -> AK#1

Y
send 2 to Charlie
(pk(Bob).Bob)
Run #1
Alice in role BS
select pk(Bob)
) . SS -= Bob
redirect to Alice BS — Alice
Fresh AK#=1. squ#l, PS#L. TEE#L, IV#L
v
recv_2 from Bob
(pl(Bob).,Bob)
Y
send 3 to Bob
({ AE#1.PS#]L pl(Bob),squ#l, Alice)
select squFl
fake sender Chatlie
Y 1 "
recv_3 from Charlie fa::: szlflglr'lBlob
({ AE#1.PS#1 jpk(Bob).squel.Charlie) redirect to Alice
A A
send 4 to Charlie
(2qu#l hmac(zqnFl , AK#1}))
select hmac(sqn#l, AK#1)
redirect fo Alice
recv_4 from Bob
(squl hmac(sqn#1, AK71))
Y

send 5 to Bob
((3qu#Fl IV#L,{ TEEF1,IV#]1 }SHA(AK#L)) mac((squ#l IVFL{ TEK#1.IV# }SHA(AK#L)),AK#1))
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- CPU : Intel Core2Duo E8400 3. 0GHz
- A€V 4GB

- 0S : Windows7 32-bit hZ
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