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protocol Yahalom(A, B, S)
{

role A

fresh Na: Nonce;

var Kab:Nonce;

var Nb: Nonce;

send_1(A, B, (A, Na));

recv_3(S, A, ({B, Kab, Na, Nb}k(A, S), {A, Kab}k(B,
$)))s

send_4(A, B, ({A, Kab}k(B, S), {Nb}Kab));

role B

fresh Nb: Nonce;

var Na: Nonce;




var Kab: Nonce;

recv_1(A, B, (A, Na));

send_2(B, S, (B, {A, Na, NbJk(B, S)));
recv_4(A, B, ({A, KabJk(B, S), {Nb}Kab));

role S

freash Kab: Nonce;

var Nb: Nonce;

var Na: Nonce;

recv_2(B, S, (B, {A, Na, Nb}k(B, S)));

send_3(S, A, ({B, Kab, Na, Nb}k(A, S), {A, Kab}k(B,
$)))s

}
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[/ a—VADEF 2T ¢ B
claim_al (A, Secret, Kab);
claim_a2 (A, Alive);
claim_a3 (A, Weakagree);
claim_a4 (A, Niagree);
claim_ab (A, Nisynch);

// a—VBDOEXx 2T ¢ B
claim bl (B, Secret, Kab);
claim_b2(B, Alive);
claim_b3 (B, Weakagree);
claim_b4 (B, Niagree);
claim_b5(B, Nisynch);

/) a—LS DXl T ¢ B

claim_s1(S, Secret, Kab);
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claim id [Yahalom, al], Secret(Kab) : No attacks within bounds.
claim id [Yahalom, a2], Alive : No attacks.
claim id [Yahalom, a3], Weakagree : No attacks.
claim id [Yahalom, a4], Niagree : No attacks.
claim id [Yahalom, a5], Nisynch : No attacks.
claim id [Yahalom, bl], Secret(Kab) : No attacks within bounds.
claim id [Yahalom, b2], Alive : No attacks within
bounds.
claim id [Yahalom, b3], Weakagree : No attacks within bounds.
claim id [Yahalom, b4], Niagree : No attacks within
bounds.
claim id [Yahalom, b5], Nisynch : No attacks within
bounds.
claim id [Yahalom, s1], Secret(Kab) : No attacks.
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