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free c¢: channel.

type key.
type nonce.
type host.

type number.

fun nonce_to_bitstring(nonce): bitstring [data, typeConverter].

fun bitstring_to_key(bitstring): key [data, typeConverter]

(* Hash and MAC *)
(* for EAP-AKA *)
fun SHAI (bitstring): bitstring.
fun FIPS_PRF_K_AUT (bitstring): key.
fun FIPS_PRF_MSK(bitstring): key




fun PANA_PRF (bitstring): key.

fun HMAC_SHAI (key, bitstring): bitstring
fun f1(key, nonce): bitstring.
fun f2(key, nonce): bitstring.
fun f3(key, nonce): bitstring.
fun f4(key, nonce): bitstring.
fun f5(key, nonce): bitstring.
(* for PANA *)

fun PANA_Hash (bitstring): bitstring.

(* encryption *)
fun encrypt(bitstring, key): bitstring.

reduc forall x: bitstring, k: key; decrypt(encrypt(x, k), k) = x.

(x table *)

table keys(host, host, key).

(* sequence number *)
const Zero: bitstring [datal

fun s(number): number.

const PANASuccess: bitstring [data]

const EAPSuccess: bitstring [data]

free hostA, hostP: host

(* events *)
event beginAuthenticator (nonce, nonce, key, bitstring,
key, bitstring, bitstring).
event endAuthenticator (host, host, nonce, nonce, key, bitstring,

key, bitstring, bitstring).




event beginPeer (host, host, nonce, nonce, key, bitstring,
key, bitstring, bitstring).
event endPeer (nonce, nonce, key, bitstring

key, bitstring, bitstring)

free secretAuthenticator, secretPeer: bitstring [private]

(kqueries%)
query attacker (secretAuthenticator);

attacker (secretPeer).

query p: host, a: host, cn: nonce, an: nonce, msk: key, id: bitstring,
authkey: key, prfalg: bitstring, intalg: bitstring;
inj—event (endAuthenticator (p, a, cn, an, msk, id, authkey,
prfalg, intalg)) ==
inj—event (beginPeer(p, a, cn, an, msk, id, authkey, prfalg,

intalg)).

query cn: nonce, an: nonce, msk: key, id: bitstring,
authkey: key, prfalg: bitstring, intalg: bitstring;
inj—event (endPeer (cn, an, msk, id, authkey, prfalg, intalg)) ==>
inj—event (beginAuthenticator (cn, an, msk, id, authkey, prfalg,

intalg)).

let procAuthenticator(a: host) =
in(c, (PANA_PAA_Reqgld: number,
EAPReqld: number,
PRF_Algorithm: bitstring, Integrity Algorithm: bitstring));
(* PANA—Client-Initiation *)
in(c, =Zero);
(* PANA Algorithm Negotiation *)

let T_PAR = (PANA_PAA Reqld, PRF_Algorithm, Integrity Algorithm) in




out (¢, I_PAR);

in(e, I_PAN: bitstring);

if (PANA_PAA Reqld, PRF_Algorithm, Integrity_Algorithm) = I_PAN
then

(* EAP-Request/Identity *)

new PAA_nonce: nonce;

out (c, (s(PANA_PAA_Reqld), PAA_nonce, EAPReqld));

in(c, (=s(PANA_PAA_Reqld), PaC_nonce: nonce));

(* EAP—-Response/Identity *)

in(c, (PANA_PaC_Reqld: number, =EAPReqld, p: host)); (k PANA-Req
%)

out (c, PANA_PaC_Reqld); (* PANA-Res

get keys(=p, =hostA, k) in

new at_rand: nonce;

let ck = f3(k, at_rand) in

let ik = f4(k, at_rand) in

let ak = f5(k, at_rand) in

let at_autn = fl1(k, at_rand) in

let mk = SHA1((p, ik, ck)) in

let k_aut = FIPS_PRF_K_AUT (mk) in

let msk = FIPS_PRF_MSK(mk) in

let at_mac = HMAC_SHA1(k_aut, (at_rand, at_autn)) in

(* EAP-Request/AKA—Challenge *)

out (¢, (s(s(PANA_PAA Reqld)), s(EAPReqld), (at_rand, at_autn,
at_mac)));

in(c, =s(s(PANA_PAA Reqld)));

(* EAP-Response/AKA—-Challenge *)

in(e, (=s(PANA_PaC Reqld), =s(EAPReqld),

(at_res: bitstring, at_mac2: bitstring)));
out (c, s(PANA_PaC_Reqld));
if at_mac2 = HMAC_SHAL (k_aut, at_res) &&




at_res = f2(k, at_rand) then
(* EAP-Success *)
new KeyId: bitstring;
let m = (s(s(s(PANA_PAA Reqld))), PANASuccess, EAPSuccess, KeyId)
in
let msk = FIPS_PRF_MSK(mk) in
let PANA_AUTH_KEY
= PANA_PRF ((msk, I_PAR, I _PAN, PaC_nonce, PAA_nonce, KeyId)) in
let AUTH = PANA Hash ((PANA_AUTH_KEY, m)) in
event beginAuthenticator (PaC_nonce, PAA nonce, msk, Keyld,
PANA_AUTH_KEY, PRF_Algorithm,
Integrity_Algorithm);
out (¢, (s(s(s(PANA_PAA Reqld))), PANASuccess, EAPSuccess, Keyld,
AUTH))
in(c, (=s(s(s(PANA_PAA_Reqld))), AUTH2: bitstring));
if AUTH2 = PANA_Hash ( (PANA_AUTH_KEY, s (s (s (PANA_PAA_Reqld))))) then
(* for security *)
if p = hostP then
out(c, encrypt(secretAuthenticator, msk));
event endAuthenticator(p, a, PaC_nonce, PAA_nonce, msk, Keyld,
PANA_AUTH_KEY, PRF_Algorithm,

Integrity_Algorithm).

let procPeer(p: host) =
in(c, (a: host, PANA_PaC_Reqld: number,
PRF_Algorithm: bitstring, Integrity Algorithm: bitstring));
(* PANA—Client-Initiation *)
out (¢, Zero);
get keys(=p, =a, k) in
(* PANA Algorithm Negotiation *)
in(c, I_PAR: bitstring);

let (PANA_PAA Reqld: number, =PRF_Algorithm, =Integrity_Algorithm)




= I_PAR in
let T_PAN = (PANA_PAA Reqld, PRF_Algorithm, Integrity Algorithm) in
out (¢, I_PAN);
(* EAP-Request/Identity *)
in(c, (=s(PANA_PAA_Reqld), PAA_nonce: nonce, EAPReqld: number));
new PaC_nonce: nonce;
out(c, (s(PANA_PAA_Reqld), PaC_nonce));

(* EAP—-Response/Identity *)

out (¢, (PANA_PaC_Reqld, EAPReqld, p)); (x
PANA-Req *)

in(c, (=PANA_PaC_Reqld)):; (s
PANA-Res *)

(* EAP-Request/AKA—Challenge *)
in(e, (=s(s(PANA_PAA Reqld)), =s(EAPReqld),
(at_rand: nonce, at_autn: bitstring, at_mac: bitstring)));
out (¢, s(s(PANA_PAA Reqld)));
let ck = f3(k, at_rand) in

let ik = f4(k, at_rand) in
let ak = f5(k, at_rand) in
let mk = SHA1((p, ik, ck)) in

let k_aut = FIPS_PRF_K_AUT (mk) in
if at_mac = HMAC_SHA1 (k_aut, (at_rand, at_autn)) &&

f1(k, at_rand) then

at_autn

let at_res = f2(k, at_rand) in

let at_mac2 = HMAC_SHA1(k_aut, at_res) in

let msk = FIPS_PRF_MSK(mk) in

(* EAP-Response/AKA—-Challenge *)

out (¢, (s(PANA_PaC_Reqld), s(EAPReqld),
(at_res, at_mac2)));

in(c, =s(PANA_PaC_Reqld)):;

(* EAP-Success *)

in(e, (=s(s(s(PANA_PAA Reqld))), =PANASuccess, =EAPSuccess,




Keyld: bitstring, AUTH: bitstring));
let m = (s(s(s(PANA_PAA Reqld))), PANASuccess, EAPSuccess, KeyId)
in
let PANA_AUTH_KEY
= PANA_PRF ((msk, I_PAR, I _PAN, PaC_nonce, PAA nonce, KeyId)) in
if AUTH = PANA_Hash ((PANA_AUTH_KEY, m)) then
let AUTH2 = PANA_Hash ((PANA_AUTH_KEY, s (s (s (PANA_PAA_Reqld))))) in
event beginPeer (p, a, PaC_nonce, PAA nonce, msk, KeyIld
PANA_AUTH_KEY, PRF_Algorithm,
Integrity_Algorithm) ;
out(c, (s(s(s(PANA_PAA_Reqld))), AUTH2));
(* for security *)
if a = hostA then
out(c, encrypt(secretPeer, msk));
event endPeer (PaC_nonce, PAA nonce, msk, KeyId

PANA_AUTH_KEY, PRF_Algorithm, Integrity_ Algorithm).

let keyRegistration =
in(c, (hl: host, h2: host, k: key));
if (h1, h2) <> (hostP, hostA) then
insert keys(hl, h2, k).

process
new Kpa: key;
insert keys(hostP, hostA, Kpa);
((IprocPeer (hostP)) |
(!procAuthenticator (hostA)) |

(lkeyRegistration))
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(x (1) *)
query attacker (secretAuthenticator) ;

attacker (secretPeer).

(e (2) *)
query p: host, a: host, cn: nonce, an: nonce, msk: key, id: bitstring,
authkey: key, prfalg: bitstring, intalg: bitstring;
inj—event (endAuthenticator (p, a, cn, an, msk, id, authkey,
prfalg, intalg)) ==>
inj—event (beginPeer(p, a, cn, an, msk, id, authkey, prfalg,

intalg)).

(e (3) %)
query cn: nonce, an: nonce, msk: key, id: bitstring,
authkey: key, prfalg: bitstring, intalg: bitstring;
inj—event (endPeer (cn, an, msk, id, authkey, prfalg, intalg)) ==

inj—event (beginAuthenticator (cn, an, msk, id, authkey, prfalg,

intalg)).
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RESULT inj-event (endPeer (cn, an, msk_33, id, authkey, prfalg, intalg)) ==
inj—event (beginAuthenticator (cn, an, msk_33, id, authkey, prfalg, intalg))

is true




RESULT inj—event (endAuthenticator (p_7810,a_7811, cn_7812, an_7813,
msk_7814, id_7815, authkey 7816, prfalg 7817, intalg 7818)) ==
inj—event (beginPeer (p_7810, a_7811, cn_7812, an_7813,

msk_7814, id_7815, authkey_7816, prfalg 7817, intalg 7818)) is true.
RESULT not attacker (secretAuthenticator[]) is true.

RESULT not attacker (secretPeer[]) is true.
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