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free c¢: channel.

(ktypes)
type host.
type symkey.

type nonce.

(*xSKE*)
fun encrypt(bitstring, symkey): bitstring
reduc forall x: bitstring, k: symkey;

decrypt (encrypt (x, k), k) = x.

(x table *)




table keys(host, host, symkey).
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event
event

event
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free hostC, hostA,

free
free
free
free
free

free

ents *)

end().

beginC (host, host, symkey)

endC (host, host, symkey).

beginS (host, host, symkey)

endS (host, host, symkey).

ee names *)

secretC_K_CS:
secretS_K_CS:
secretC_K_CG:
secretG_K_CG:

hostG, hostS: host

bitstring
bitstring
bitstring

bitstring

[private].
[private].
[private].

[private].

secretGf_K_CG: bitstring [private]

secretTest: bitstring [private]

(* constants *)

const FORWARDABLE: bitstring [data]

(x as

sumptions *)

not attacker (new K_CA).

not attacker (new K_AG).

not attacker (new K_GS).

(* qu

query attacker (secretC_K_CS).

query attacker (secretS_K_CS).

query attacker (secretC_K_CG).

eries *)




query attacker (secretG_K_CG).
query attacker (secretGf_K_CG).
€3

query attacker (secretTest).

%)

query C: host, S: host, symkey
inj—event (endS(C, S, K)) ==> inj—event(beginC(C, S, K)).
query C: host, S: host, symkey

inj—event (endC(C, S, K)) ==> inj—event(beginS(C, S, K)).

(* processes *)
let procC(C: host, A: host, G: host) =

in(c, (IP_ADDR: bitstring, S: host));

get keys(=C, =A, K_CA) in

(1 %)

new N_1: nonce;

out (e, (C, G, N_1));

(% 2 %)

in(e, (Ticket_1: bitstring, ct2: bitstring)):;

let (=G, K_CG: symkey, Tstart: bitstring, Texpire: bitstring, =N_1)
= decrypt (ct2, K CA) in

out (c, encrypt (secretC_K_CG, K_CG)); (x !!! for describing security
%)

(% 3 %)

new N_2: nonce;

new T: bitstring;

out (¢, (IP_ADDR, S, N_2, Ticket 1, encrypt((C, T), K CG),
FORWARDABLE) ) ;

(x4 *)

in(c, (=C, Ticket_2: bitstring, ct4: bitstring));

let (=S, K_CS: symkey, Tstart2: bitstring, Texpire2: bitstring,




=N_2)
= decrypt (ct4, K CG) in
(% 5 %)
out (e, (S, N_2, Ticket 2, encrypt((C, T), K CG)));
(6 *)
in(c, (=C, Ticket_3: bitstring, ct6: bitstring));
let (=S, =K _CS, =Tstart2, =Texpire2, =N_2)
= decrypt (ct6, K CG) in
(x 7 %)
new T2: bitstring;
event beginC(C, S, K CS);
out(c, (Ticket_3, encrypt((C, T2), K CS)));
(% 8 *)
in(c, ct8: bitstring);
if T2 = decrypt (ct8, K_CS) then
if S = hostS then
out (c, encrypt(secretC_K_CS, K_CS));
event endC(C, S, K CS);

event end()

let procA(A: host) =
in(e, (C: host, G: host, N_1: nonce));
get keys(=C, =A, K_CA) in
new K _CG: symkey;
new Tstart: bitstring;
new Texpire: bitstring;
get keys(=A, =G, K_AG) in

let Ticket_1 = encrypt((C, G, K _CG, Tstart, Texpire), K_AG) in

out(c, (Ticket_1, encrypt((G, K_CG, Tstart, Texpire, N_1), K_CA)));

event end()




let procG(G: host, A: host, K_AG: symkey) =

(k3 %)

in(c, (IP_ADDR: bitstring, S: host, N_2: nonce

Ticket_1: bitstring, ct3: bitstring, =FORWARDABLE)) ;

let (C: host, =G, K CG: symkey, Tstart: bitstring, Texpire:

bitstring)
= decrypt (Ticket_1, K_AG) in

let (=C, T: bitstring) = decrypt(ct3, K CG) in

(k 4 %)

new Tstart2: bitstring;

new Texpire2: bitstring;

new K _CS: symkey;

get keys(=G, =S, K_GS) in

let Ticket 2 = encrypt ((IP_ADDR, C, S, K CS, Tstart2, Texpire2,

FORWARDABLE), K_GS) in

out (¢, (C, Ticket 2, encrypt((S, K CS, Tstart2, Texpire2, N_2),
K_C6))) s

if C = hostC then

out (c, encrypt (secretG_K_CG, K_CG)); (x !!! for describing security
%)

event end()

let procGf(G: host, A: host, K AG: symkey) =

in(c, Ticket_1: bitstring);

let (C: host, =G, K_CG: symkey,

Tstartl: bitstring, Texpirel: bitstring) = decrypt (Ticket_1,

K_AG) in

(k5 %)

in(c, (NEW_IP_ADDR: bitstring, S: host, N_2: nonce,

Ticket_2: bitstring, ct5: bitstring));
get keys(=G, =S, K_GS) in
let (IP_ADDR: bitstring, =C, =S, K_CS: symkey,




Tstart2: bitstring, Texpire2: bitstring, =FORWARDABLE)
= decrypt (Ticket_2, K _GS) in
let (=C, T: bitstring) = decrypt(ctb, K CG) in
(k 6 %)
let Ticket_3 = encrypt ((NEW_IP_ADDR, C, S, K _CS,
Tstart2, Texpire2, FORWARDABLE), K _GS) in

out (¢, (C, Ticket_ 3, encrypt((S, K CS, Tstart2, Texpire2, N_2),

K_CG)));

*)

if C = hostC then

out (c, encrypt (secretGf_K_CG, K_CG)); (x !!! for describing security

event end()

let procS(S: host, K GS: symkey) =

(k 7 %)

in(c, (Ticket_3: bitstring, ct7: bitstring));

let (IP_ADDR: bitstring, C: host, =S, K_CS: symkey,
Tstart2: bitstring, Texpire2: bitstring, flag: bitstring)
= decrypt (Ticket_3, K_GS) in

let (=C, T2: bitstring) = decrypt(ct7, K_CS) in

(k 8 %)

event beginS(C, S, K CS);

out(c, encrypt(T2, K_CS));

(* security check *)

if C = hostC then

out(c, encrypt(secretS_K_CS, K_CS));

event endS(C, S, K CS);

event end()

let keyRegistration =

in(c, (hl: host, h2: host, k: symkey)):
if (h1l, h2) < (hostC, hostA) &&




(h1, h2) <> (hostA, hostG) &&
(h1, h2) < (hostG, hostS) then
insert keys(hl, h2, k).

process
new K_CA: symkey;
insert keys(hostC, hostA, K_CA);
new K_AG: symkey;
insert keys(hostA, hostG, K_AG);
new K_GS: symkey;

insert keys(hostG, hostS, K_GS);

(
(!procC(hostC, hostA, hostG)) |
(!procA (hostA)) |
(I'procG(hostG, hostA, K_AG)) |
(!procGf (hostG, hostA, K_AG)) |
(I'procS(hostS, K_GS)) |
(lkeyRegistration)

)
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(x (1) =*)
query C: host, S: host, K: symkey;

inj—event (endS(C, S, K)) ==> inj—event(beginC(C, S, K)).
(k (2) *)
query C: host, S: host, K: symkey;

inj—event (endC(C, S, K)) ==> inj—event(beginS(C, S, K)).
(x (3) *)

query attacker (secretC_K_CS).




query attacker (secretS_K_CS).
(x (4) *)
query attacker (secretC_K_CG).

query attacker (secretG_K_CG).

query attacker (secretGf_K_CG).
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RESULT inj—event (endC(C_52,S_53,K)) ==> inj—event (beginS(C_52,S_53,K))
is true

RESULT inj—event (endS(C_21818, S_21819, K_21820)) ==
inj—event (beginC(C_21818,S_21819,K_21820)) cannot be proved

RESULT (but event (endS (C_39514, S_39515,K_39516)) ==
event (beginC(C_39514, S_39515,K_39516)) is true.)

RESULT not attacker (secretGf_K_CG[]) is true.

RESULT not attacker (secretG_K _CG[]) is true

RESULT not attacker (secretC_K _CG[]) is true

RESULT not attacker (secretS_K CS[]) is true

RESULT not attacker (secretC_K CS[]) is true

3.2. MEDMEE
AR D &R0 HBEIER SR >T.



4. iK1t
4.1. H#t
CPVP Hiffist# [Kerberos with forwardable ticket M#EE | THIH L7= AVISPA
TA 77V ORRITIR > TR EAT R o7,
4.2, B4
FRlZ72 L,
4.3. BREEY— /L L DEKE
7' btk WEREET L, BEX 2 VT 0 % ProVerif TR+ 212H7-- T,
FRICHIBRIZ 72 2o 7,
4. 4. BWELY—)LiE AR MERE
MEERFHIX 1.6 P ThH o7z, FATREIIUTO LB,

<> Intel Core i7 1620 2. 00HGz

< Windows7 k@ VirtualBox {48~ < > @ Ubuntu Linux 12.04.1 LTS
<  AEU 512MB

<> ProVerif 1.86pl3

5. fE&

AXFET, BREE RS RIAEEMEFLZAVCZERBEEREHESTXICEHTIE
AEEBROER BRBEE »O05HTH D,

2



