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usertype Time;

usertype SessionKey;

protocol Kerberos—cross—realm(C, AS-1, TGS-1, TGS-r, S-r)
{

role C

fresh T3: Time;
fresh T2: Time;
fresh T1: Time;
fresh N3: Nonce;
fresh N2: Nonce;
fresh N1: Nonce;

var Texpire3: Time;




does not check

AS-1)));

N2}Kegsl)) s

Texpire3}Kegsr));

role AS-1

var Texpire2: Time;

var Texpirel: Time;

var Tstart3: Time;

var Tstart2: Time;

var Tstartl: Time;

var Kcgsl: SessionKey; // C <=> TGS_local
var Kcgsr: SessionKey; // C <> TGS_remote
var Kesr: SessionKey; // C <> S_remode

var Tckl, Tck2, Tck3: Ticket; // Data that role C

send_1(C, AS-1, (C, TGS-1, N1));
recv_2(AS-1, C,
(C, Tckl,
{TGS-1, Kcgsl, Tstartl, Texpirel, N1}k(C,

send_3(C, TGS-1, (TGS-r, N2, Tckl, {C, T1}Kcgsl));
recv_4(TGS-1, C,
(C, Tck2, {TGS-r, Kcgsr, Tstart2, Texpire2,

send_5(C, TGS-r, (S-r, N3, Tck2, {C, T2}Kcgsr));
recv_6(TGS-r, C, (C, Tck3, {S-r, Kecsr, Tstart3

send_7(C, S-r, (Tck3, {C, T3}Kecsr));
recv_8(S-r, C, {T3}Kcsr);

fresh Texpirel: Time;

fresh Tstartl: Time;

fresh Kcgsl: SessionKey; // C <-> TGS_local
var N1: Nonce;

recv_1(C, AS-1, (C, TGS-1, N1));




send_2 (AS-1, C,
(C,
{C, TGS-1, Kcgsl, Tstartl, Texpirel}k(AS-1,
TGS-1),
{TGS-1, Kcgsl, Tstartl, Texpirel, N1}k(C,
AS-1)));
}
role TGS-1
{
fresh Texpire2: Time;
fresh Tstart2: Time;
var Texpirel: Time;
var Tl: Time;
var N2: Nonce;
var Tstartl: Time;
var Kcgsl: SessionKey; // C <=> TGS_local

fresh Kegsr: SessionKey; // C <-> TGS_remote

recv_3(C, TGS-1,
(TGS-r, N2,
{C, TGS-1, Kcgsl, Tstartl, Texpirel}k(AS-1,
TGS-1),
{C, T1}Kecgsl));
send_4 (TGS-1, C,

(C,
{c, TGS-r, Kcgsr, Tstart2
Texpire2} k (TGS-1, TGS-r),
{TGS-r, Kcgsr, Tstart2, Texpire2,
N2}Kegsl)) s
}
role TGS—r
{




Texpire2} k (TGS-1,

S-r),

role S-r

S-r),

fresh Texpire3: Time;
fresh Tstart3: Time;
var Texpire2: Time;
var T2: Time;
var N3: Nonce;
var Tstart2: Time;
var Kcgsr: SessionKey; // C <> TGS_remote
fresh Kesr: SessionKey; // C <{-> S_remote
recv_5(C, TGS-r,
(S-r, N3,
{c, TGS-r, Kcgsr, Tstart2
TGS-1),
{C, T2}Kcgsr));
send_6 (TGS-r, C,
(C,
{C, S-r, Kecsr, Tstart3, Texpire3}k(TGS-r,

{S-r, Kesr, Tstart3, Texpire3}Kecgsr)):;

var Texpire3: Time;

var T3: Time;

var Tstart3: Time;

var Kesr: SessionKey; // C <-> S_remote
recv_7(C, S-r,

({C, S-r, Kesr, Tstart3, Texpire3}k(TGS-r,

{C, T3}Kcsr));
send_8(S-r, C, {T3}Kcsr);
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claim _C1(C, Secret, Kcgsl);

claim _C2(C, Secret, Kcgsr);

claim C3(C, Secret, Kcsr);

claim C4(C, Alive);

claim_C5(C, Weakagree);

[/ B—VAS—1 DEx = VT ¢ E
claim_ASL2 (AS-1, Alive);
claim_ASL3 (AS-1, Weakagree) ;

// B=LT6S-1 D F o )T ¢ B
claim_TGSL1(TGS-1, Secret, Kcgsl);
claim_TGSL3 (TGS-1, Alive);
claim_TGSL4 (TGS—1, Weakagree);

// B=LT6S—1T D& F 2 )T ¢ B
claim_TGSR1(TGS-r, Secret, Kcgsr);
claim_TGSR2 (TGS-r, Secret, Kecsr);
claim_TGSR3 (TGS-r, Alive);
claim_TGSR4 (TGS-r, Weakagree) ;

[/ B—)L St DEFa T ¢ Hff
claim_SR1(S-r, Secret, Kcsr);
claim_SR2(S-r, Alive);
claim_SR3(S-r, Weakagree);
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claim id [Kerberos—cross—realm, Cl], Secret (Kcgsl)

No

attacks




within bounds

claim id [Kerberos—cross—realm, C2], Secret (Kcgsr) : No attacks
within bounds

claim id [Kerberos—cross—realm, C3], Secret (Kcsr) : No attacks
within bounds

claim id [Kerberos—cross-realm, C4], Alive : No attacks within
bounds.

claim id [Kerberos—cross-realm, C5], Weakagree : At least 1 attack.

claim id [Kerberos—cross-realm, ASL2], Alive : Exactly 1 attack.
claim id [Kerberos—cross—realm, ASL3], Weakagree : Exactly 1
attack.

claim id [Kerberos—cross-realm, TGSL1], Secret(Kcgsl) : At least 10
attacks.

claim id [Kerberos—cross-realm, TGSL3], Alive : At least 12 attacks

claim id [Kerberos—cross-realm, TGSL4], Weakagree : At least 12
attacks.
claim id [Kerberos—cross-realm, TGSR1], Secret(Kcgsr) : At least 10
attacks.
claim id [Kerberos—cross—realm, TGSR2], Secret (Kcsr) : At least 10
attacks.

claim id [Kerberos—cross-realm, TGSR3], Alive : At least 12 attacks

claim id [Kerberos—cross-realm, TGSR4], Weakagree : At least 12
attacks.

claim id [Kerberos—cross-realm, SR1], Secret (Kesr) : At least 10
attacks.

claim id [Kerberos—cross-realm, SR2], Alive : At least 12 attacks
claim id [Kerberos—cross-realm, SR3], Weakagree : At least 12
attacks.
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Run #2
Alice in role TGS-r

C-> Agentl
TGS-1 -> Eve

Fresh Texpire3#2, Tstart3#2, Kesr#t2
Var Kegsr -> SessionKeylntruderl
Var Tstart2 -> Timelntruderd

Var N3 -> Noncelntruder2

Var T2 -> Timelntruder3

Var Texpire2 -> Timelntruder2

|

recv_5 from Agentl |
(Dave, { Agent1 }k(Eve,Alice), { Agentl )

|

send_6 to Agentl
(Agent1,{ Agentl,Dave, Kcsr#2, Tstart3#2, Texpire3#2 }k(Alice, Dave),{ Dave,Kcsr#2, Tstart3#2, Texpire3#2 }SessionKeyintruderl)

Kesr#2

Run #1
Dave in role TGS-|
C-> Agentl
AS-1-> Alice
TGS-1-> Dave
TGS-r -> Charlie
Fresh Texpire2#1, Tstart2#1, Kegsr# 1
Var Kegsl > Kesr#2
Var Tstart] -> Ttart3#2
Var N2 -> Noncelntruderl
Var T1 -> Timelntruderl
Var Texpirel -> Texpire3#2

|

recv_3 from Agentl
(Charlie,Noncelntruderl,{ Agent1,Dave,Kcsr#2, Tstart3#2, { Agentl, }Kesr#2)

send_4 to Agentl
| (Agent1,{ Agent1,Charlie,Kegsr# 1, Tstart2#1,Texpire2#1 }k(Dave,Charlie), { Charlie,Kegsr#1,Tstart2#1 Texpire2#1,Noncelntruder] }Kesr#2) |

[1d 13] Protocol Kerberos-cross-realm, role TGS-I, claim type Secret, cost 58
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