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Public Key Cryptography for Initial Authentication in Kerberos (PKINIT)
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free c¢: channel.

(ktypes)
type host.
type symkey.
type skey.
type pkey.

type nonce.

(*xSKE*)
fun encrypt(bitstring, symkey): bitstring
reduc forall x: bitstring, k: symkey;

decrypt (encrypt (x, k), k) = x.




(*PKE for encrypting symmetric keys)
fun pk(skey): pkey.

fun pencrypt(bitstring, pkey): bitstring
reduc forall x: bitstring, k: skey;

pdecrypt (pencrypt (x, pk(k)), k) = x.

(%SIG*)

fun sign(bitstring, skey): bitstring.

reduc forall x: bitstring, k: skey;
check (sign(x, k), pk(k)) = x.

reduc forall x: bitstring, k: skey;

getmsg (sign(x, k)) = x.

(* misc functions *)
fun hash(bitstring): bitstring.

fun pk2b (pkey): bitstring [data, typeConverter].

(* table *)
table keys(host, host, symkey).

table pkeys(host, pkey)

(* events *)

event end().

event beginC(host, host, symkey)
event endC(host, host, symkey).
event beginS(host, host, symkey)

event endS (host, host, symkey).

(* free names *)
free hostC, hostA, hostG, hostS: host
free secretC_K CS: bitstring [privatel].

free secretS_K_CS: bitstring [private].




free secretC_K CG: bitstring [privatel].
free secretG_K CG: bitstring [private].

free secretTest: bitstring [private]

(* assumptions %)
not attacker (new K_CA).
not attacker (new K_AG).

not attacker (new K_GS).

(* queries *)

query attacker (secretC_K_CS).
query attacker (secretS_K_CS).
query attacker (secretC_K_CG).

query attacker (secretG_K_CG).

(x

query attacker (secretTest).

%)
query C: host, S: host, K: symkey;

inj—event (endS(C, S, K)) ==> inj—event(beginC(C, S, K)).
query C: host, S: host, K: symkey;

inj—event (endC(C, S, K)) ==> inj—event(beginS(C, S, K)).

(* processes *)
let procC(C: host, A: host, G: host, SK C: skey, PK_A: pkey) =
in(e, S: host);
(k1 %)
new N_1: nonce;
new TO: bitstring;

let ml = (C, G, N_1, sign((TO, N_1), SK C)) in




out(c, ml);

(2 %)

in(e, (Ticket_1: bitstring, ct2: bitstring, ct2 : bitstring)):
let sg2 = pdecrypt(ct2’, SK C) in

let (Ktemp: symkey, =hash(ml)) = check(sg2, PK_A) in

let (=G, K_CG: symkey, Tstart: bitstring, Texpire: bitstring, =N_1)

= decrypt (ct2, Ktemp) in

out (c, encrypt (secretC_K_CG, K_CG)); (x !!! for describing security
%)

(% 3 %)

new N_2: nonce;

new T: bitstring;

out(c, (S, N_2, Ticket_1, encrypt((C, T), K _CG)));

(4 %)

in(c, (=C, Ticket_2: bitstring, ct4: bitstring));

let (=S, K_CS: symkey, Tstart2: bitstring, Texpire2: bitstring,
=N_2)

= decrypt (ct4, K CG) in
(5 %)
new T2: bitstring;
event beginC(C, S, K CS);
out (¢, (Ticket_2, encrypt((C, T2), K CS)));
(% 6 *)
in(c, ct6: bitstring);
if T2 = decrypt (ct6, K CS) then
(* security check *)
if S = hostS then
out (c, encrypt(secretC_K_CS, K_CS));
event endC(C, S, K CS);

event end()

let procA(A: host, SK_A: skey) =




let

(1 %)

in(c, ml: bitstring);

let (C: host, G: host, N_1: nonce, sgl: bitstring) = ml in

get pkeys(=C, PK_C) in

let (TO: bitstring, =N_1) = check(sgl, PK_C) in

new K _CG: symkey;

new Tstart: bitstring;

new Texpire: bitstring;

get keys(=A, =G, K_AG) in

let Ticket_1 = encrypt((C, G, K _CG, Tstart, Texpire), K_AG) in

new Ktemp: symkey;

(2 %)

let cksum = hash(ml) in

out (¢, (Ticket_1, encrypt((G, K _CG, Tstart, Texpire, N_1), Ktemp),
pencrypt (sign ((Ktemp, cksum), SK_A), PK_C)));

event end()

procG(G: host, A: host, K AG: symkey) =
(x 3 %)
in(e, (S: host, N_2: nonce, Ticket_ 1: bitstring, ct3: bitstring));

let (C: host, =G, K CG: symkey, Tstart: bitstring, Texpire:

bitstring)

= decrypt (Ticket_1, K_AG) in
let (=C, T: bitstring) = decrypt(ct3, K CG) in
(k 4 %)
new Tstart2: bitstring;
new Texpire2: bitstring;
new K _CS: symkey;
get keys(=G, =S, K_GS) in
let Ticket 2 = encrypt((C, S, K CS, Tstart2, Texpire2), K _GS) in

out (¢, (C, Ticket 2, encrypt((S, K CS, Tstart2, Texpire2, N_2),

K_CG)));




*)

if C = hostC then

out (c, encrypt (secretG_K_CG, K_CG)); (x !!! for describing security

event end()

let procS(S: host, K GS: symkey) =

(x 5 %)
in(e, (Ticket_2: bitstring, cth: bitstring));

let (C: host, =S, K CS: symkey, Tstart2: bitstring, Texpire2:

bitstring)

= decrypt (Ticket_2, K GS) in
let (=C, T2: bitstring) = decrypt(cth, K_CS) in
(% 6 *)
event beginS(C, S, K CS);
out(c, encrypt(T2, K CS));
(* security check *)
if C = hostC then
out (c, encrypt(secretS_K_CS, K _CS));
event endS(C, S, K CS);

event end()

let keyRegistration =

in(e, (hl: host, h2: host, k: symkey));
if (hl, h2) <> (hostC, hostA) &&

(h1, h2) <> (hostA, hostG) &&

(h1, h2) < (hostG, hostS) then
insert keys(hl, h2, k).

let pkeyRegistration =

in(e, (h: host, k: pkey)):
if h <> hostC && h <> hostA then

insert pkeys(h, k).




process

new K_CA: symkey;

insert keys(hostC, hostA, K_CA);

(sk)

new K_AG: symkey;

insert keys(hostA, hostG, K_AG);

(sek)

new K_GS: symkey;

insert keys(hostG, hostS, K_GS);

(sek)

new SK_A: skey;

let PK_A = pk(SK_A) in

out(c, PK_A);

insert pkeys(hostA, PK_A);

(sek)

new SK C: skey;

let PK_C = pk(SK_C) in

out(c, PK_C);

insert pkeys (hostC, PK_C);

(
(!'procC(hostC, hostA, hostG, SK_C, PK_A)) |
(IprocA(hostA, SK_A)) |
(I'procG(hostG, hostA, K_AG)) |
(I'procS(hostS, K_GS)) |
('keyRegistration) |

(pkeyRegistration)
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(x (1) =*)
query C: host, S: host, K: symkey;
inj—event (endS(C, S, K)) ==> inj—event(beginC(C, S, K)).
(k (2) *)
query C: host, S: host, K: symkey;
inj—event (endC(C, S, K)) ==> inj—event(beginS(C, S, K)).
(x (3) *)
query attacker (secretC_K_CS).
query attacker (secretS_K_CS).
(k (4) *)
query attacker (secretC_K_CG).

query attacker (secretG_K_CG).

(1) =2k D7 747 > b ORBE,

(2) 75472 MTL B — "OFIE,

(3) 75 4T & — "NIA U8 K CS OREM:,

4) 27747 e — MU =A (KDC) 23 IA L 78 K_CG DRAREME,

3. ProVerif IZ &k ZEfMi#E R
3.1. A

WTNHERETHHI & (true) BHERTE 2, 72720, () DEX=Y 7 ¢ EEO S
PEIZRANL L2 WATEEMEDR B D, TR0 B, =D 5 7w a2 E8E5ET GEREL
HAEFEM) LTWAICHELLT 7 T4 7y MNEIRETa haid 1 BEUMFEST (RRGEL
PEFEM) L CWRWATRRMERH 5,

RESULT inj—event (endC(C_45,S_46,K)) ==> inj—event (beginS (C_45,S_46,K))
is true

RESULT inj-event (endS (C_23859, S_23860, K_23861)) ==
inj—event (beginC(C_23859, S_23860,K_23861)) cannot be proved

RESULT (but event (endS(C_47343,S_47344,K_47345)) ==
event (beginC(C_47343,S_47344,K_47345)) is true.)

RESULT not attacker (secretG_K _CG[]) is true

RESULT not attacker (secretC_K CG[]) is true

RESULT not attacker (secretS_K CS[]) is true




RESULT not attacker(secretC_K CS[]) is true.
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