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2.1. 7R banit#

(*
set ignoreTypes = attacker.

*)

free c¢: channel.

(x
type mackey.

*)

type host.
type pkey.

type skey.

type symkey.




type nonce.
type cookie
type G.

type Z.

(x PKE *)

fun pk(skey): pkey.
fun encrypt(bitstring, pkey): bitstring

reduc forall x: bitstring, y: skey; decrypt(encrypt(x, pk(y)), v) = x.

(x SIG *)

fun sign(bitstring, skey): bitstring.
reduc forall m: bitstring, k: skey; getmess(sign(m, k)) = m.

reduc forall m: bitstring, k: skey; checksign(sign(m, k), pk(k)) = m.

(x SKE *)

fun symencrypt (bitstring, bitstring): bitstring
reduc forall x: bitstring, y: bitstring; symdecrypt (symencrypt(x, v),

y) = x.

(% prf *)

fun prf(bitstring, bitstring): bitstring

(x DH *)
const g: G.
fun exp(G, Z): G.

equation forall x: Z, y: Z; exp(exp(g, x), y) = exp(exp(g, vy), x).




fun G_to_bitstring(G): bitstring [typeConverter]

(x table *)

table keys(host, pkey).

(* constants *)

const MAIN, QUICK, AGGRESSIVE: bitstring
const SIG, PKE, PRESHARED: bitstring.
const ¢0, cl, c2: bitstring.

const null: bitstring.

(* function for checking secrecy *)
fun hide(bitstring, bitstring): bitstring
reduc forall x: bitstring, y: bitstring;

reveal (hide(x, y), yv) = x.

(*x Constants for describing queries *)

free secretlnit, secretResp, secretForTest: bitstring [privatel].

(* Honest hosts *)

free hostA, hostB, CA: host

(* events *)

event initiatorKeyl (host, bitstring, bitstring, bitstring, bitstring,
bitstring).

event initiatorKey2(host, host, bitstring, bitstring, bitstring,
bitstring, bitstring).

event responderKeyl(host, host, bitstring, bitstring, bitstring,
bitstring, bitstring).

event responderKey2(host, host, bitstring, bitstring, bitstring,
bitstring, bitstring).

event end().




(x assumptions *)
not attacker (new skA).
not attacker (new skB).

not attacker (new skCA).

(x queries *)

(x

query  Xx: host, v host; inj-event (endBparam(x, y)) ==>
inj-event (beginBparam (x, y)).

*)

query attacker (secretlnit); attacker (secretResp)

query

idii: host, idir: host, sa: bitstring, skeyid: bitstring

skeyid_d: bitstring, skeyid_a: bitstring, skeyid_e: bitstring;

inj—event (initiatorKey2(idii, idir, sa, skeyid, skeyid_d, skeyid_a,
skeyid_e)) ==>

inj—event (responderKeyl(idii, idir, sa, skeyid, skeyid_d, skeyid_a,
skeyid_e));

inj—event (responderKey2(idii, idir, sa, skeyid, skeyid_d, skeyid_a,
skeyid_e)) ==>

inj—event (initiatorKeyl(idii, sa, skeyid, skeyid_d, skeyid_a,
skeyid_e)).

let processInitiatorMainSig(skCA: skey, skA: skey, skB: skey) =
(* Parameters are given from the network *)
in(c, (IDii: host, CERT_I: bitstring, SAi: bitstring));
let m = MAIN in
if IDii = hostA |[ IDii = hostB then
let skii = (if IDii = hostA then skA else skB) in

(* 1 Proposing SA *)




new CKY_I: cookie;

out(c, ((CKY_I, m), SAi));

(* 1” Replay *)

in(c, ((=CKY_I, CKY_R: cookie, =m), SAr: bitstring));
if SAr = SAi then

Gk 2 (p.24) %)

new xi: Z;

let gxi = exp(g, xi) in

new Ni: nonce;

let HDR = (CKY_I, CKY_R, m) in
out (¢, (HDR, gxi, Ni));

Gk 27 (p.24) *)

in(c, (=HDR, gxr:G, Nr: nonce));
Gk 3 (p. 25)%)

let gxy = exp(gxr, xi) in

let SKEYID = prf((Ni, Nr), G_to_bitstring(gxy)) in

let SKEYID_d = prf(SKEYID, (gxy, CKY_I, CKY_R, c0)) in

let SKEYID_ prf (SKEYID, (SKEYID_d, gxy, CKY_I, CKY_R, cl1)) in

o
1l

prf (SKEYID, (SKEYID_a, gxy, CKY_I, CKY_R, ¢2)) in

let SKEYID_e
prf (SKEYID, (gxi, gxr, CKY_I, CKY_R, SAi, IDii)) in

let HASH_I

event initiatorKeyl(IDii, SAi, SKEYID, SKEYID_d, SKEYID_a,
SKEYID_e) ;

out (¢, (HDR, symencrypt((IDii, CERT_I, =sign(HASH_I, skii)),
SKEYID_e))) ;

(k3" (p.25) %)

in(c, (sHDR, ct: bitstring));

let (IDir: host, CERT_R: bitstring, SIG_R: bitstring)

= symdecrypt (ct, SKEYID e) in

get keys(=IDir, pkir) in

let HASH_R = prf(SKEYID, (gxr, gxi, CKY_R, CKY_I, SAi, IDir)) in

if HASH_R = checksign(SIG_R, pkir) then

(x events *)




if IDir = hostA |[ IDir = hostB then
if IDii <> IDir then
out (c, (hide(secretInit, SKEYID),
hide (secretInit, SKEYID d),
hide (secretInit, SKEYID a),
hide (secretInit, SKEYID_e)));
event initiatorKey2(IDii, IDir, SAi, SKEYID, SKEYID_d, SKEYID_a,
SKEYID_e).

let processResponderMainSig(skCA: skey, skA: skey, skB: skey) =
(* Parameters are given from the network )
in(c, (IDir: host, CERT_R: bitstring, SAr: bitstring));
if IDir = hostA || IDir = hostB then
let skir = (if IDir = hostA then skA else skB) in
(k1 %)
in(c, (CKY_I: bitstring, mode: bitstring, SAi: bitstring));
if SAi = SAr && mode = MAIN then
(17 %)
new CKY_R: bitstring;
let HDR = (CKY_I, CKY_R, mode) in
out (¢, (HDR, SAr));
(k2 %)
in(c, (=HDR, gxi: G, Ni: nonce));
(k27 %)
new xr: Z7;
let gxr = exp(g, xr) in
new Nr: nonce;
out (¢, (HDR, gxr, Nr));
(% 3 %)
let gxy = exp(gxi, xr) in
let SKEYID = prf((Ni, Nr), G_to_bitstring(gxy)) in
let SKEYID_d = prf(SKEYID, (gxy, CKY_I, CKY_R, c0)) in




let SKEYID_a = prf(SKEYID, (SKEYID_d, gxy, CKY_I, CKY_R, cl1)) in

let SKEYID_e = prf(SKEYID, (SKEYID_a, gxy, CKY_I, CKY_R, c2)) in
in(c, (sHDR, ct: bitstring));
let HASH_R = prf(SKEYID, (gxr, gxi, CKY_R, CKY_I, SAi, IDir)) in
let (IDii:host, CERT_I: bitstring, SIG_I: bitstring)
= symdecrypt (ct, SKEYID e) in
let HASH_I = prf(SKEYID, (gxi, gxr, CKY_I, CKY_R, SAi, IDii)) in
get keys(=IDii, pkii) in
if HASH_I = checksign(SIG_I, pkii) then
(x 3" %)
event responderKeyl (IDii, IDir, SAi, SKEYID, SKEYID_d, SKEYID_a,
SKEYID_e) ;
out (¢, (HDR, symencrypt((IDir, CERT_R, sign(HASH_R, skir)),
SKEYID_e))) ;
(* events *)
if IDii = hostA |[ IDii = hostB then
out (¢, (hide(secretResp, SKEYID),
hide (secretResp, SKEYID_d),
hide (secretResp, SKEYID_a),
hide (secretResp, SKEYID e)));
event responderKey2(IDii, IDir, SAi, SKEYID, SKEYID_d, SKEYID_a,

SKEYID_e).

let keyRegistration =
in(c, (h:host, k:pkey));
if h <> hostA && h<> hostB then

insert keys(h, k).

let CA(skCA: skey) =
in(c, (h:host, k:pkey));
if h <> hostA && h<> hostB && h<> CA then
out(c, sign((h, k), skCA)).




process
( CA *)
new skCA: skey;
out (¢, pk(skCA));
(* hostA *)
new skA: skey;
insert keys(hostA, pk(skA));
let CERT_A = sign((hostA, pk(skA)), skCA) in
out (c, CERT_A);
(* hostB *)
new skB: skey;
insert keys(hostB, pk(skB));
let CERT_B = sign((hostB, pk(skB)), skCA) in
out (c, CERT_B);
((IprocessInitiatorMainSig(skCA, skA, skB)) |
(!processResponderMainSig(skCA, skA, skB)) |
(1CA(skCA)) |

(lkeyRegistration))
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(x (1) *)
query attacker (secretlnit); attacker (secretResp)
query
idii: host, idir: host, sa: bitstring, skeyid: bitstring
skeyid_d: bitstring, skeyid_a: bitstring, skeyid_e: bitstring;
(% (2) *)
inj—event (initiatorKey2(idii, idir, sa, skeyid, skeyid_d, skeyid_a,
skeyid_e)) ==>

inj—event (responderKeyl(idii, idir, sa, skeyid, skeyid_d, skeyid_a,




skeyid_e));

(x (3) =)

inj—event (responderKey2(idii, idir, sa, skeyid, skeyid_d, skeyid_a,
skeyid_e)) ==>

inj—event (initiatorKeyl(idii, sa, skeyid, skeyid_d, skeyid_a,

skeyid_e)).
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RESULT inj—event (endAuthenticator (p_30,a_31, r_32,k_33)) ==
inj—event (beginPeer (p_30,a_31,r_32,k_33)) is false

RESULT (even event(endAuthenticator (p_638, a_639, r_640,k_641)) ==
event (beginPeer (p_638, a_639, r_640, k_641)) is false.)

RESULT not attacker (secretAuthenticator[]) is false

RESULT not attacker(secretPeer[]) is false
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