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2.1. 7a b

free c¢: channel.

type key.
type nonce.

type host.

const Request: bitstring [datal.
const Response: bitstring [data]
const Confirm: bitstring [datal.
const Finish: bitstring [data].

free hostP, hostA: host

table keys(host, host, bitstring).




(*x MAC *)

fun mac (bitstring, key): bitstring

reduc forall k: key, x: bitstring;
checkmac (mac (x, k), k) = x.

reduc forall k: key, x: bitstring;

getmsg (mac (x, k)) = x.

(x SKE for nonce *)
fun encrypt(nonce, key): bitstring
reduc forall x: nonce, k: key;

decrypt (encrypt (x, k), k) = x.

(%)
fun n2b(nonce): bitstring [data, typeConverter]

fun n2k (nonce) : key [data, typeConverter)

(* events *)

event beginPeer (nonce, host, host, bitstring, bitstring)

event endPeer (nonce, host, host, bitstring, bitstring).

event beginAuthenticator (nonce, host, host, bitstring, bitstring).
event endAuthenticator (nonce, host, host, bitstring, bitstring)

event end().

(%)
free secretPeerNa, secretPeerNp,
secretAuthenticatorNa, secretAuthenticatorNp,

secretTest: nonce [private]

not attacker (new KEKpa)

not attacker (new KCKpa)




(x queries *)

query attacker (secretPeerNa).

query attacker (secretPeerNp).

query attacker (secretAuthenticatorNa).

query attacker (secretAuthenticatorNp).

query sid: nonce, p: host, a: host, ena: bitstring, enp: bitstring;
inj—event (endAuthenticator (sid, p, a, ena, enp)) ==>

inj—event (beginPeer (sid, p, a, ena, enp))

query sid: nonce, p: host, a: host, ena: bitstring, enp: bitstring;
inj—event (endPeer (sid, p, a, ena, enp)) ==>

inj—event (beginAuthenticator (sid, p, a, ena, enp))

(x

query attacker (secretTest).

let procPeer =
in(c, (PeerID: host, Binding: bitstring));
if PeerID = hostP then
( %)
(* Archie-Request *)
in(c, (=Request, AuthID: host, SessionID: nonce));
get keys(=PeerID, =AuthID, (KEK: key, KCK: key)) in
(* Archie—Response *)
new NonceP: nonce;
let encNonceP = encrypt (NonceP, KEK) in
let MAC1 = mac ((Request, AuthlID,
Response, SessionlID, PeerID, encNonceP, Binding),
KCK) in

out (¢, (Response, SessionID, PeerID, encNonceP, Binding, MAC1));




then

let

(sk)
in(c, (=Confirm, =SessionlID, encNonceA: bitstring, =Binding,
MAC2: bitstring));
if (Request, AuthlID,
encNonceP,

Confirm, SessionID, encNonceA, Binding) = checkmac (MAC2, KCK)

(¢ Archie-Finish Message *)
let MAC3 = mac ((Finish, SessionID), KCK) in
event beginPeer (SessionID, AuthID, PeerID, encNonceA, encNonceP);
out (¢, (Finish, SessionID, MAC3));
if AuthID = hostA then
event endPeer (SessionID, AuthID, PeerID, encNonceA, encNonceP);
let NonceA = decrypt (encNonceA, KEK) in
out (c, encrypt(secretPeerNa, n2k (NonceA)));
out (c, encrypt(secretPeerNp, n2k (NonceP)));
event end ()
procAuthenticator (AuthID: host) =
(sk)
new SessionID: nonce;
(x
new NonceA: nonce;
%)
(* Archie-Request *)
out (¢, (Request, AuthID, SessionID));
(* Archie—Response *)
in(c, (=Response, =SessionID, PeerID: host, encNonceP: bitstring,
Binding: bitstring, MACL: bitstring));
get keys(=PeerID, =AuthID, (KEK: key, KCK: key)) in
if (Request, AuthlID,
Response, SessionlID, PeerID, encNonceP, Binding)

= checkmac (MAC1, KCK) then




(¢ Archie—Confirm Message *)
new NonceA: nonce;
let encNonceA = encrypt (NonceA, KEK) in
let MACZ2 =
mac ((Request, AuthID,
encNonceP,
Confirm, SessionID, encNonceA, Binding), KCK) in
event beginAuthenticator (SessionID, AuthID, PeerID, encNonceA,
encNonceP) ;
out (¢, (Confirm, SessionID, encNonceA, Binding, MAC2));
(¢ Archie-Finish Message *)
in(c, (sFinish, =SessionID, MAC3: bitstring));
if (Finish, SessionID) = checkmac (MAC3, KCK) then
if PeerID = hostP then
event endAuthenticator (SessionID, AuthID, PeerID, encNonceA,
encNonceP) ;
out (¢, encrypt (secretAuthenticatorNa, n2k (NonceA)));
let NonceP = decrypt (encNonceP, KEK) in
out(c, encrypt(secretAuthenticatorNp, n2k (NonceP)));

event end()

let keyRegistration =
in(c, (hl: host, h2: host, ks: bitstring));
if (h1, h2) <> (hostP, hostA) then
insert keys(hl, h2, ks).

process
new KEKpa: key;
new KCKpa: key;
insert keys(hostP, hostA, (KEKpa, KCKpa));
(

(!procPeer) |




(!'procAuthenticator (hostA)) |

(lkeyRegistration)
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G (1) *)

query sid: nonce, p: host, a: host, ena: bitstring, enp: bitstring;
inj—event (endAuthenticator (sid, p, a, ena, enp)) ==>
inj—event (beginPeer (sid, p, a, ena, enp)).

G (2) %)

query sid: nonce, p: host, a: host, ena: bitstring, enp: bitstring;
inj—event (endPeer (sid, p, a, ena, enp)) ==>

inj—event (beginAuthenticator (sid, p, a, ena, enp)).
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RESULT inj—event (endPeer (sid, p, a, ena, enp)) ==
inj—event (beginAuthenticator (sid, p, a, ena, enp)) is true.

RESULT

inj—event (endAuthenticator (sid_2379, p_2380, a_2381, ena_2382, enp_2383)

) ==> inj-event (beginPeer (sid_2379, p_2380, a_2381, ena_2382, enp_2383))
cannot be proved.

RESULT (even

event (endAuthenticator (sid_4632, p_4633, a_4634, ena_4635, enp_4636)) ==




event (beginPeer (sid_4632, p_4633, a_4634, ena_4635, enp_4636)) cannot be

proved. )
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